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Arm® dual Cortex®-A7 800 MHz + Cortex®-M4 MPU,
TFT, 37 comm. interfaces, 29 timers, adv. analog

Features

Includes ST state-of-the-art patented
technology

Core

e 32-bit dual-core Arm® Cortex®-A7
— L1 32-Kbyte | / 32-Kbyte D for each core
— 256-Kbyte unified level 2 cache
- Arm® NEON™ and Arm® TrustZone®

e 32-bit Arm® Cortex®-M4 with FPU/MPU
— Up to 209 MHz (Up to 703 CoreMark®)

Memories

e External DDR memory up to 1 Gbyte
— up to LPDDR2/LPDDR3-1066 16/32-bit
— up to DDR3/DDR3L-1066 16/32-bit

e 708 Kbytes of internal SRAM: 256 Kbytes of
AXI SYSRAM + 384 Kbytes of AHB SRAM +
64 Kbytes of AHB SRAM in Backup domain
and 4 Kbytes of SRAM in Backup domain

e Dual mode Quad-SPI memory interface

o Flexible external memory controller with up to
16-bit data bus: parallel interface to connect
external ICs and SLC NAND memories with up
to 8-bit ECC

Security/safety

e TrustZone® peripherals, active tamper
o Cortex®-M4 resources isolation

Reset and power management
e 1.71V 10 3.6V I/Os supply (5 V-tolerant 1/Os)
¢ POR, PDR, PVD and BOR

« On-chip LDOs (RETRAM, BKPSRAM, USB
1.8V, 1.1V)

e Backup regulator (~0.9 V)
¢ Internal temperature sensors
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Datasheet - production data

E LFBGA |

LFBGA448 (18 x 18mm)
LFBGA354 (16 x 16mm)
Pitch 0.8mm

A\
TFBGA361 (12 x 12 mm)
TFBGA257 (10 x 10 mm)

min Pitch 0.5mm

e Low-power modes: Sleep, Stop and Standby
o DDR memory retention in Standby mode

Controls for PMIC companion chip

Low-power consumption

e Total current consumption down to 2 pA
(Standby mode, no RTC, no LSE, no
BKPSRAM, no RETRAM)

Clock management

e |[nternal oscillators: 64 MHz HSI oscillator,
4 MHz CSI oscillator, 32 kHz LSI oscillator

e External oscillators: 8-48 MHz HSE oscillator,
32.768 kHz LSE oscillator

e 5 x PLLs with fractional mode

General-purpose input/outputs

e Up to 176 I/O ports with interrupt capability
— Up to 8 secure 1/0Os

— Up to 6 Wakeup, 3 tampers, 1 active
tamper

Interconnect matrix

e 2 bus matrices

—  64-bit Arm® AMBA® AXI interconnect, up to
266 MHz

— 32-bit Arm® AMBA® AHB interconnect, up
to 209 MHz

3 DMA controllers to unload the CPU

e 48 physical channels in total

e 1 x high-speed general-purpose master direct
memory access controller (MDMA)
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e 2 x dual-port DMAs with FIFO and request
router capabilities for optimal peripheral
management

Up to 37 communication peripherals
e 6 x [2C FM+ (1 Mbit/s, SMBus/PMBus)

e 4 xUART +4 x USART (12.5 Mbit/s, ISO7816
interface, LIN, IrDA, SPI)

e 6 x SPI (50 Mbit/s, including 3 with full duplex
1°S audio class accuracy via internal audio PLL
or external clock)(+ 4 with USART)

e 4 x SAl (stereo audio: 1°S, PDM, SPDIF Tx)

e SPDIF Rx with 4 inputs

e HDMI-CEC interface

¢ MDIO Slave interface

e 3 x SDMMC up to 8-bit (SD / esMMC™ / SDIO)

e 2 x CAN controllers supporting CAN FD
protocol, out of which one supports time-
triggered CAN (TTCAN)

e 2 x USB 2.0 high-speed Host
+ 1 x USB 2.0 full-speed OTG simultaneously
— or 1 x USB 2.0 high-speed Host
+1 x USB 2.0 high-speed OTG
simultaneously
e 10/100M or Gigabit Ethernet GMAC
— |EEE 1588v2 hardware,
MII/RMII/GMII/RGMII

e 8- to 14-bit camera interface up to 140 Mbyte/s

6 analog peripherals

e 2 x ADCs with 16-bit max. resolution (12 bits
up to 4.5 Msps, 14 bits up to 4 Msps, 16 bits up
to 3.6 Msps)

¢ 1 x temperature sensor
e 2 x 12-bit D/A converters (1 MHz)

o 1 x digital filters for sigma delta modulator
(DFSDM) with 8 channels/6 filters

¢ Internal or external ADC/DAC reference Vrgg+

Graphics

e LCD-TFT controller, up to 24-bit // RGB888

— upto WXGA (1366 x 768) @60 fps or up to
Full HD (1920 x 1080) @30 fps

— Pixel clock up to 90 MHz
— Two layers with programmable colour LUT
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Up to 29 timers and 3 watchdogs

e 2 x 32-bit timers with up to 4 IC/OC/PWM or
pulse counter and quadrature (incremental)
encoder input

e 2 x 16-bit advanced motor control timers

e 10 x 16-bit general-purpose timers (including 2
basic timers without PWM)

e 5 x 16-bit low-power timers

o RTC with sub-second accuracy and hardware
calendar

e 2 x4 Cortex®-A7 system timers (secure, non-
secure, virtual, hypervisor)

1 x SysTick M4 timer
¢ 3 x watchdogs (2 x independent and window)

Hardware acceleration

e HASH (MD5, SHA-1, SHA224, SHA256),
HMAC

e 2 x true random number generator
(3 oscillators each)

e 2 x CRC calculation unit

Debug mode

e Arm® CoreSight™ trace and debug: SWD and
JTAG interfaces

o 8-Kbyte embedded trace buffer

3072-bit fuses including 96-bit unique ID,
up to 1184-bit available for user

All packages are ECOPACK2 compliant
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STM32MP153A/D Introduction

1 Introduction

This datasheet provides the ordering information and mechanical device characteristics of
the STM32MP153A/D microprocessors.

This document should be read in conjunction with the STM32MP 153 reference manual
(RM0442), available from the STMicroelectronics website www.st.com.

For information on the Arm®@) Cortex®-A7 and Cortex®-M4 cores, refer to the Cortex®-A7
and Cortex®-M4 Technical Reference Manuals.

For information on the device errata with respect to the datasheet and reference manual,
refer to the STM32MP153A/D errata sheet (ES0438), available on the STMicroelectronics
website www.st.com.

USB arm

®

a. Arm is a registered trademark of Arm Limited (or its subsidiaries) in the US and/or elsewhere.
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Description

The STM32MP153A/D devices are based on the high-performance dual-core Arm®
Cortex®-A7 32-bit RISC core operating at up to 800 MHz. The Cortex-A7 processor
includes a 32-Kbyte L1 instruction cache for each CPU, a 32-Kbyte L1 data cache for each
CPU and a 256-Kbyte level2 cache. The Cortex-A7 processor is a very energy-efficient
application processor designed to provide rich performance in high-end wearables, and
other low-power embedded and consumer applications. It provides up to 20% more single
thread performance than the Cortex-A5 and provides similar performance than the Cortex-
A9.

The Cortex-A7 incorporates all features of the high-performance Co&tex-A’lS and Cortex-
A17 processors, including virtualization support in hardware, NEON ", and 128-bit AMBA®4
AXI bus interface.

The STM32MP153A/D devices also embed a Cortex® -M4 32-bit RISC core operating at up
to 209 MHz frequency. Cortex-M4 core features a floating point unit (FPU) single precision
which supports Arm® single-precision data-processing instructions and data types. The
Cortex® -M4 supports a full set of DSP instructions and a memory protection unit (MPU)
which enhances application security.

The STM32MP153A/D devices provide an external SDRAM interface supporting external
memories up to 8-Gbit density (1 Gbyte), 16 or 32-bit LPDDR2/LPDDR3 or DDR3/DDR3L
up to 533 MHz.

The STM32MP153A/D devices incorporate high-speed embedded memories with

708 Kbytes of Internal SRAM (including 256 Kbytes of AXI SYSRAM, 3 banks of 128 Kbytes
each of AHB SRAM, 64 Kbytes of AHB SRAM in backup domain and 4 Kbytes of SRAM in
backup domain), as well as an extensive range of enhanced I/Os and peripherals connected
to APB buses, AHB buses, a 32-bit multi-AHB bus matrix and a 64-bit multi layer AXI
interconnect supporting internal and external memories access.

3
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STM32MP153A/D Description

All the devices offer two ADCs, two DACs, a low-power RTC, 12 general-purpose 16-bit
timers, two PWM timers for motor control, five low-power timers, a true random number
generator (RNG). The devices support six digital filters for external sigma delta modulators
(DFSDM). They also feature standard and advanced communication interfaces.

e  Standard peripherals
- SixI°Cs
—  Four USARTs and four UARTs

- Six SPIs, three 12Ss full-duplex master/slave. To achieve audio class accuracy, the
12s peripherals can be clocked via a dedicated internal audio PLL or via an
external clock to allow synchronization.

—  Four SAl serial audio interfaces

— One SPDIF Rx interface

— Management data input/output slave (MDIOS)
—  Three SDMMC interfaces

—  An USB high-speed Host with two ports two high-speed PHYs and a USB OTG
high-speed with full-speed PHY or high-speed PHY shared with second port of
USB Host.

— Two FDCAN interface, including one supporting TTCAN mode
— A Gigabit Ethernet interface
— HDMI-CEC
e Advanced peripherals including
— Aflexible memory control (FMC) interface
— A Quad-SPI flash memory interface
— Acamera interface for CMOS sensors
— An LCD-TFT display controller

Refer to Table 1: STM32MP153A/D features and peripheral counts for the list of peripherals
available on each part number.

A comprehensive set of power-saving mode allows the design of low-power applications.

The STM32MP153A/D devices are proposed in 4 packages ranging from 257 to 448 balls
with pitch 0.5 mm to 0.8 mm. The set of included peripherals changes with the device
chosen.

These features make the STM32MP153A/D suitable for a wide range of consumer,
industrial, white goods and medical applications.

shows the general block diagram of the device family.

3

DS12502 Rev 9 15/261




STM32MP153A/D

Description
Table 1. STM32MP153A/D features and peripheral counts
x % x % x % x %
X X X X X X X X
(el =] 0 m (SN &) g
<< g < g < < <
<0 =) o =) ®»
M ™M (e 3] ™M M e 3] 3
22 2% 22 22 S
oo oa oQ oa 2
Features =3 23 23 =5 |2
(5 3r) N ™M (52 3r) N ™M [}
== == == == a
E = = == = = =
non non nn non =
TFBGA257 LFBGA354 TFBGA361 LFBGA448
Body size (mm) 10x10 16x16 12x12 18x18
Pitch (mm) 0.5(M 0.8 0.5(M 0.8
Package Ball size (mm) 0.30 0.40 0.30 0.40 -
Thickness (mm) <1.2 <14 <1.2 <1.4
Ball count 257 354 361 448
CPU Dual-core Cortex-A7 FPU Neon TrustZone
2 x 32-Kbyte L1 data cache
Caches size 2 x 32-Kbyte L1 instruction cache
256-Kbyte level 2 unified coherent cache
Frequenc STM32MP153A: 2 x 650 MHz
g y STM32MP153D: 2 x 800 MHz
MCU core Cortex-M4 FPU
Frequency 209 MHz
ROM 128 Kbytes (secure) -
CPU system 256 Kbytes (securable) "
[0)
MCU subsystem 384 Kbytes =
Embedded SRAM S
MCU retention 64 Kbytes ©
Backup 4 Kbytes (securable, tamper protected) ~
—_ 16-bit 533 MHz Up to 1 Gbyte, single rank
s 2 LPDDR2/3
=53 32-bit 533 MHz - | - |
[ -
oo 16-bit 533 MHz Up to 1 Gbyte, single rank
» & |DDR3/3L
= 32-bit 533 MHz - | - |
Backup registers 128 bytes (32x32-bit, securable, tamper protected) -
DS12502 Rev 9 1S7]
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STM32MP153A/D

Description

Table 1. STM32MP153A/D features and peripheral counts (continued)

X X X X X X X X
X X X X X X X %
(el =] 0 m (SN &) g
< < g < g < < g
<0 o o <A ®»
M ™M (e 3] ™M M e 3] 3
22 2% 22 2% S
oo oa oQ oa 2
Features =z =z =z =2 | &
(5 3r) N ™M (52 3r) N ™M [}
== == == == a
= = == == == =
non nn non non =
TFBGA257 LFBGA354 TFBGA361 LFBGA448
Advanced |16 bits 2
General | 16 bits 8
purpose 32 bits 2
® Basic 16 bits 2 g
_g Low power | 16 bits 5 E
- (%]
A7 timers |64 bits 2 x 4 (secure, non-secure, virtual, hypervisor) N
M4 .
SysTick 24 bits 1
RTC/AWU 1 (securable)
Watchdog 3 (independent, independent secure, window) -
SPI 6 (1 securable)
Having 12S 3
12C (with SMB/PMB support) 6 (2 securable) -
USART (smartcard, SPI, IrDA, LIN) 4 + 4 (including 1 securable USART) Boot
" + UART (IrDA, LIN) some can be a boot source
g SAl 4 (up to 8 audio channels), with I12S master/slave, PCM input, _
s SPDIF-TX
e 2 ports -
i EHCI/OHCI Host
o Embedded HS PHY with BCD -
g |usB OTG HSIFS
' Yes, embedded FS or HS PHY with BCD, can be a boot source | Boot
g (dual role port)
g Embedded PHYs 3 (2 x high-speed + 1 x full-speed) -
©  [sPDIF-RX 4 inputs -
FDCAN 2 (1 x TTCAN), clock calibration, 10 Kbyte shared buffer -
HDMI-CEC 1 -
Including the following securable | 1 x USART, 1 x SPI, 2 x 12 | | X USART, 1xSPI, 2 x12C |
on securable GPIOs
SDMMC (SD, SDIO, esMMC) 3 (8 + 8 + 4 bits), eeMMC or SD can be a boot source Boot
QuadSPI Yes (dual-quad), can be a boot source Boot
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STM32MP153A/D

Table 1. STM32MP153A/D features and peripheral counts (continued)

NAND 8/16-bit

x % x X x % x X
X X X X X X X X
on mm [SN&) < <
g < g < g < <<
<0 =) a =) ®
™M M ™M M ™M M M M 3
22 e 22 °ee o
oo oa oQ oa 2
Features =3 23 23 =5 |2
M ™ M ™M M ™ M ™M [
== == == == 8
== E = = = = = =
non non non non =
TFBGA257 LFBGA354 TFBGA361 LFBGA448
Parallel address/data 8/16-bit - 4 x CS, up to 4 x 64 Mbyte No
FMC | Parallel AD-Mux 8/16-bit 4 x CS, up to 4 x 64 Mbytes boot
Yes, 1 x CS, SLC, BCH4/8, can be a boot source Boot

Gigabit Ethernet

) MIl, RMII, GMII, RGMII with

10/100M Ethernet

MIl, RMII with PTP and EEE PTP and EEE

. Up to 24-bit data, up to 90 MHz pixel clock )
LCD-TFT Parallel interface (up to 1366 x 768 60 fps or up to 1920 x 1080 30 fps)
DMA 3 instances (1 securable), 48 physical channels in total -
SHA-256, MD5, HMAC
Hash -

dual instances (secure and non-secure)

True random number generator

True-RNG, dual instances (secure and non-secure)

Fuses (one-time programmable)

3072 effective bits (secure, >1500 bits available for user)

Camera interface |Bus width 14-bit -
GPIOs with interrupt (total count) 98 148 176
Securable GPIOs - 8
Wakeup pins 4 6 )
Tamper pins (active tamper) 2(1) 3(1)

DFSDM

8 input channels with 6 filters

Up to 16-bit synchronized ADC

2 (up to 3.6/4/4.5/5/6 Msps on 16/14/12/10/8-bit each)

Low noise 16 bit (differential)

- 2(1)

VREF+ input pin

16 bit (differential) 17 (7) 20 (9)
ADC channels in total® 17 22
12-bit DAC 2 -
Internal ADC/DAC VREF 1.5V, 1.8V, 2.048V, 2.5V or VREF+ input
Yes

1. With inner matrix balls having 0.65 mm pitch to allow optimized PCB routing for supplies.
2. In addition, there is also 6 internal channels for temperature, internal voltage reference, Vppcore, Vear/4, DAC1 or DAC2

acquisitions.
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STM32MP153A/D Description

Figure 1. STM32MP153A/D block diagram
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1. STM32MP153A: 650 MHz, STM32MP153D: 800 MHz MSv47450V4
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Functional overview

Dual-core Arm® Cortex®-A7 subsystem

Features

e  ARMv7-A architecture

e  32-Kbyte L1 instruction cache for each CPU
e  32-Kbyte L1 data cache for each CPU

e  256-Kbyte level2 cache

e Arm® + Thumb®-2 instruction set

e Am® TrustZone® security technology

e Arm® NEON™ Advanced SIMD

e DSP and SIMD extensions

e  VFPv4 floating-point

e  Hardware virtualization support

e Embedded trace module (ETM)

e Integrated generic interrupt controller (GIC) with 256 shared peripheral interrupts
e Integrated generic timer (CNT)

Overview

The Cortex-A7 processor is a very energy-efficient applications processor designed to
provide rich performance in high-end wearables, and other low-power embedded and
consumer applications. It provides up to 20 % more single thread performance than the
Cortex-A5 and provides similar performance than the Cortex-A9.

The Cortex-A7 incorporates all features of the high-performance Cortex-A15 and Cortex-
A17 processors, including virtualization support in hardware, NEON™, and 128-bit AMBA®4
AXI bus interface.

The Cortex-A7 processor builds on the energy-efficient 8-stage pipeline of the Cortex-A5
processor. It also benefits from an integrated L2 cache designed for low-power, with lower
transaction latencies and improved OS support for cache maintenance. On top of this, there
is improved branch prediction and improved memory system performance, with 64-bit load-
store path, 128-bit AMBA 4 AXI buses and increased TLB size (256 entry, up from 128 entry
for Cortex-A9 and Cortex-A5), increasing performance for large workloads such as web
browsing.

Thumb-2 technology

Delivers the peak performance of traditional Arm® code while also providing up to a 30 %
reduction in memory requirement for instructions storage.

TrustZone technology

Ensures reliable implementation of security applications ranging from digital rights
management to electronic payment. Broad support from technology and industry partners.
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3

NEON

NEON technology can accelerate multimedia and signal processing algorithms such as
video encode/decode, 2D/3D graphics, gaming, audio and speech processing, image
processing, telephony, and sound synthesis. The Cortex-A7 provides an engine that offers
both the performance and functionality of the Cortex-A7 floating-point unit (FPU) and an
implementation of the NEON advanced SIMD instruction set for further acceleration of
media and signal processing functions. The NEON extends the Cortex-A7 processor FPU to
provide a quad-MAC and additional 64-bit and 128-bit register set supporting a rich set of
SIMD operations over 8-, 16- and 32-bit integer and 32-bit floating-point data quantities.

Hardware virtualization

Highly efficient hardware support for data management and arbitration, whereby multiple
software environments and their applications are able to simultaneously access the system
capabilities. This enables the realization of devices that are robust, with virtual environments
that are well isolated from each other.

Optimized L1 caches

Performance and power optimized L1 caches combine minimal access latency techniques
to maximize performance and minimize power consumption. There is also the option of
cache coherence for enhanced inter-processor communication, or support of a rich SMP
capable OS for simplified multicore software development.

Integrated L2 cache controller

Provides low-latency and high-bandwidth access to cached memory in high-frequency, or to
reduce the power consumption associated with off-chip memory access.

Cortex-A7 floating-point unit (FPU)

The FPU provides high-performance single and double precision floating-point instructions
compatible with the Arm VFPv4 architecture that is software compatible with previous
generations of Arm floating-point coprocessor.

Snoop control unit (SCU)

The SCU is responsible for managing the interconnect, arbitration, communication, cache to
cache and system memory transfers, cache coherence and other capabilities for the
processor.

This system coherence also reduces software complexity involved in maintaining software
coherence within each OS driver.

Generic interrupt controller (GIC)

Implementing the standardized and architected interrupt controller, the GIC provides a rich
and flexible approach to inter-processor communication and the routing and prioritization of
system interrupts.

Supporting up to 288 independent interrupts, under software control, each interrupt can be
distributed across A7 cores, hardware prioritized, and routed between the operating system
and TrustZone software management layer.
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3.2

Note:

22/261

This routing flexibility and the support for virtualization of interrupts into the operating
system, provides one of the key features required to enhance the capabilities of a solution
utilizing a hypervisor.

Arm® Cortex®-M4 with FPU

The Arm® Cortex®-M4 with FPU core is a 32-bit RISC processor that features exceptional
code-efficiency, delivering the high-performance expected from an Arm core in the memory
size usually associated with 8- and 16-bit devices.

The processor supports a set of DSP instructions which allow efficient signal processing and
complex algorithm execution.

Its single precision FPU (floating point unit) speeds up software development by using
metalanguage development tools, while avoiding saturation.

Cortex-M4 with FPU core is binary compatible with the Cortex-M3 core.

Memory protection unit (MPU)

The memory protection unit (MPU) manages the Cortex®-M4 access rights and the
attributes of the system resources. It has to be programmed and enabled before use. Its
main purposes are to prevent an untrusted user program to accidentally corrupt data used
by the OS and/or by a privileged task, but also to protect data processes or read-protect
memory regions.

The MPU defines access rules for privileged accesses and user program accesses. It
allows the definition of up to 16 protected regions that can in turn be divided into up to 8
independent subregions, where region address, size, and attributes can be configured. The
protection area ranges from 32 bytes to 4 Gbytes of addressable memory.

When an unauthorized access is performed, a memory management exception is
generated.

3
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3.3

3.3.1

3.3.2

3

Memories

External SDRAM

The STM32MP153A/D devices embed a controller for external SDRAM which support the
following devices

LPDDR?2 or LPDDR3, 16- or 32-bit data, up to 1 Gbyte, up to 533 MHz clock.
DDR3 or DDR3L, 16- or 32-bit data, up to 1 Gbyte, up to 533 MHz clock.

Embedded SRAM

All devices feature:

SYSRAM in MPU domain: 256 Kbytes

SRAM1 in MCU domain: 128 Kbytes

SRAM2 in MCU domain: 128 Kbytes

SRAM3 in MCU domain: 64 Kbytes

SRAM4 in MCU domain: 64 Kbytes

RETRAM (retention RAM): 64 Kbytes

The content of this area can be retained in Standby or Vgar mode.
BKPSRAM (backup SRAM): 4 Kbytes

The content of this area is protected against possible unwanted write accesses, and
can be retained in Standby or Vgat mode.

BKPSRAM can be defined (in ETZPC) as accessible by secure software only.
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3.4 DDR3/DDR3L/LPDDR2/LPDDR3 controller (DDRCTRL)

DDRCTRL combined with DDRPHYC provides a complete memory interface solution for
DDR memory subsystem.

Two 64-bit AMBA 4 AXI4 ports interface (XPI)
AXI clock asynchronous to the controller
Supported standards:

— JEDEC DDR3 SDRAM specification, JESD79-3E for DDR3/3L with 32-bit
interface

— JEDEC LPDDR2 SDRAM specification, JESD209-2E for LPDDR2 with 32-bit
interface

— JEDEC LPDDR3 SDRAM specification, JESD209-3B for LPDDR3 with 32-bit
interface

Advanced scheduler and SDRAM command generator

Programmable full data width (32-bit) or half data width (16-bit)

Advanced QoS support with 3 traffic class on read and 2 traffic classes on write
Options to avoid starvation of lower priority traffic

Guaranteed coherency for write-after-read (WAR) and read-after-write (RAW) on AXI
ports

Programmable support for burst length options (4, 8,16)

Write combine to allow multiple writes to the same address to be combined into a
single write

Single rank configuration

Supports automatic SDRAM power-down entry and exit caused by lack of transaction
arrival for programmable time

Supports automatic clock stop (LPDDR2/3) entry and exit caused by lack of transaction
arrival

Supports automatic low power mode operation caused by lack of transaction arrival for
programmable time via hardware low power interface

Programmable paging policy

Supports automatic or under software control self-refresh entry and exit
Support for deep power-down entry and exit under software control (LPDDR2)
Support for explicit SDRAM mode register updates under software control

Flexible address mapper logic to allow application specific mapping of row, column,
bank bits

User-selectable refresh control options
DDRPERFM associated block to help for performance monitoring and tuning

DDRCTRL and DDRPHYC can be defined (in ETZPC) as accessible by secure software

only.
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3.5

3

TrustZone address space controller for DDR (TZC)

TZC is used to filter read/write accesses to DDR controller according to TrustZone rights
and according to non-secure master (NSAID) on up to 9 programmable regions.

Configuration is supported by trusted software only

2 filter units working concurrently

9 regions:

— region 0 is always enabled and covers the whole address range.

— regions 1 to 8 have programmable base/end address and can be assigned to any
one or both filters.

Secure and non-secure access permissions programmed per region
Non-secure accesses are filtered according to NSAID

Regions controlled by same filter must not overlap

Fail modes with error and/or interrupt

Acceptance capability = 256

Gate keeper logic to enable and disable of each filter

Speculative accesses
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3.6 Boot modes
At startup, the boot source used by the internal BootROM is selected by the BOOT pin and
OTP bytes.
Table 2. Boot modes
BOOT2 | BOOT1 | BOOTO Initial boot mode Comments
Wait incoming connection on:
0 0 0 UART and USB(") — USART2/3/6 and UART4/5/7/8 on default pins
— USB high-speed device on OTG_HS_DP/DM pins@)
0 0 1 Serial NOR flash® | Serial NOR flash on QUADSPI)
0 1 0 |eMmMC® e*MMC on SDMMC2 (default))®)
0 1 1 NAND flash(®) SLC NAND flash on FMC
Engineering boot
1 0 0 (No flash memory Used to get debug access without boot from flash memory
boot)
1 0 1 SD card®) SD card on SDMMCH1 (default)(4)(5)
Wait incoming connection on:
1 1 0 UART and USB("®) |- USART2/3/6 and UART4/5/7/8 on default pins
— USB high-speed device on OTG_HS_DP/DM pins@)
1 1 1 Serial NAND flash® | Serial NAND flash on QUADSPI)

1. can be disabled by OTP settings.

2. USB requires an HSE clock/crystal of either 8, 10, 12, 14, 16, 20, 24, 28, 32, 36, 40 or 48 MHz with autodetection by the
BootROM. Alternatively, a fixed 24, 25 or 26 MHz frequency could be used with OTP settings.

Boot source can be changed by OTP settings (e.g. initial boot on SD card, then esMMC with OTP settings).

4. Default pins can be altered by OTP.
Alternatively, another SDMMC interface than this default can be selected by OTP.

Although low level boot is done using internal clocks, ST-supplied software packages as
well as major external interfaces such as (not limited to) DDR, USB require a crystal or an
external oscillator to be connected on HSE pins.

See product reference manual, or application note "Getting started with hardware
development”, for constrains and recommendations regarding HSE pins connection and
supported frequencies.
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3.7

3.71

Caution:

3

Power supply management

Power supply scheme

e The Vppis the main supply for I/Os and internal part kept powered during Standby
mode. Useful voltage range is 1.71 Vt0 3.6 V (e.g. 1.8V, 2.5V, 3.0V or 3.3 V typ.)

—  Vpp_pLL @and Vpp ana Must be star-connected to Vpp.
e The Vppcore is the main digital voltage and is usually shutdown during Standby mode.

Voltage range during Run mode is 1.18 V to 1.25/1.38 V (1.2/1.34 V typ.), see
Table 13: General operating conditions.

e The VBAT pin can be connected to the external battery (1.2 V < Vgar<3.6 V). If no
external battery is used, it is mandatory to connect this pin to Vpp.

e  The VDDA pin is the analog (ADC/DAC/VREF), supply voltage range is 1.71 V10 3.6 V.
DAC can only be used when Vppp is above or equal 1.8 V. Using Internal Vrgg+
requires Vppa equal to or higher than Vgrgg+ + 0.3 V.

e The VDDA1V8 REG pin is the output of internal regulator and connected internally to
USB PHY and USB PLL. Internal Vppa1yvg Reg regulator is enabled by default and can
be controlled by software. It is always shut down during Standby mode.

There is specific BYPASS_REG1V8 pin that must be connected to either Vgg or Vpp
(and never left floating) to activate or deactivate the voltage regulator. It is mandatory to
bypass the 1.8 V regulator when Vpp is below 2.25 V (BYPASS_REG1V8 = Vpp. In
that case, VDDA1V8_REG pin must be connected to Vpp (if below 1.98 V) or to a
dedicated 1.65V - 1.98 V supply (1.8 V typ.).

e VDDA1V1_REG pin is the output of internal regulator connected internally to USB PHY.
Internal Vppa1v1_REG regulator is enabled by default and can be controlled by
software. It is always shut down during Standby mode.

*  Vpp3vs useHs and Vppsys users are respectively the USB high-speed and full-speed
PHY supply. Voltage range is 3.07 V to 3.6 V. Vppaya usgrs IS used to supply
OTG_VBUS and ID pins. So, Vppays users Must be supplied as well when USB high-
speed OTG device is used. -

Vppav3_ussHs Must not be present unless Vppa1yg Reg is present, otherwise permanent
STM32MP153A/D damage could occur. Must be ensured by PMIC ranking order or with
external component in case of discrete component power supply implementation.

° VDDQ_DDR is the DDR 10 supply.
— Voltage range is 1.425 V to 1.575 V for interfacing DDR3 memories (1.5 V typ.).
—  Voltage range is 1.283 V to 1.45 V for interfacing DDR3L memories (1.35 V typ.).
— Voltage range is 1.14 V to 1.3 V for interfacing LPDDR2 or LPDDR3 memories
(1.2 V typ.).

During power-up and power-down phases, the following power sequence requirements
must be respected:

* When Vpp is below 1V, other power supplies (Vppcores Vbpa, VDDAWS_REG,
VbpAt1v1_REG: VDD3v3_usBHs/Fs: VDbQ_DDR) Must remain below Vpp + 300 mV.

* When Vpp is above 1V, all power supplies are independent.

During the power-down phase, Vpp can temporarily become lower than other supplies only
if the energy provided to the STM32MP153A/D device remains below 1 mJ; this allows
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external decoupling capacitors to be discharged with different time constants during the
power- down transient phase.

Figure 2. Power-up/down sequence
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3.7.2 Power supply supervisor

The devices have an integrated power-on reset (POR)/ power-down reset (PDR) circuitry
coupled with a Brownout reset (BOR) circuitry:

e Power-on reset (POR)

The POR supervisor monitors Vpp power supply and compares it to a fixed threshold.
The devices remain in reset mode when Vpp is below this threshold,
e  Power-down reset (PDR)

The PDR supervisor monitors Vpp power supply. A reset is generated when Vpp drops
below a fixed threshold.

The PDR supervisor can be enabled/disabled through PDR_ON pin(@).
e  Brownout reset (BOR)

The BOR supervisor monitors Vpp power supply. Three BOR thresholds (from 2.1 to
2.7 V) can be configured through option bytes. A reset is generated when Vpp drops
below this threshold.

e Power-on reset Vppcore (POR_VDDCORE)

The POR_VDDCORE supervisor monitors Vppcorg Power supply and compares it to
a fixed threshold. The Vppcorg domain remain in reset mode when Vppcore is below
this threshold,

e Power-down reset Vppcore (PDR_VDDCORE)
The PDR_VDDCORE supervisor monitors Vppcorge power supply. AVppcore domain
reset is generated when Vppcore drops below a fixed threshold.

Th? )PDR_VDDCORE supervisor can be enabled/disabled through PDR_ON_CORE
pin‘d),

a. Must be connected to either Vpp or Vgg and never left floating. PDR_ON_CORE and PDR_ON are
reserved for STMicroelectronics production tests and must always be connected to Vpp in an application.

3
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3.8 Low-power strategy

There are several ways to reduce power consumption on STM32MP153A/D:

e Decrease dynamic power consumption by slowing down the CPU clocks and/or the
bus matrix clocks and/or controlling individual peripheral clocks.

e  Save power consumption when the CPU is IDLE, by selecting among the available low-
power mode according to the user application needs. This allows the best compromise
between short startup time, low-power consumption, as well as available wakeup
sources, to be achieved.

The CPUs feature several low-power modes:

CSleep (CPU clock stopped)

CStop (CPU sub-system clock stopped)

Stop (bus matrix clocks stalled, the oscillators can be stopped)

CStandby (MPU sub-system clock stopped and wakeup via reset)

Standby (system powered down)

LP-Stop and LPLV-Stop (bus matrix clocks stalled, the oscillators can be stopped, low-
power mode signaled to external regulator)

CSleep and CStop low-power modes are entered by the CPU when executing the WFI (wait
for interrupt) or WFE (Wait for Event) instructions, or when the SLEEPONEXIT bit of the
Cortex-M4 core is set after returning from an interrupt service routine.

If part of the domain is not in low-power mode, the domain remains in the current mode.
Finally the system can enter Stop or Standby when all EXTI wakeup sources are cleared
and the CPUs are in CStop or CStandby mode.

Table 3. System versus domain power mode

System power mode MPU MCU
CRun or CSleep
CRun or CSleep
Run mode CStop or CStandby
CRun or CSleep CStop
Stop mode
LP-Stop mode CStop or CStandby CStop
LPLV-Stop mode
CStandby or (CStop and CStop and
Standby mode | oy ppps = 1 and MPU CSTBYDIS = 1) MCU PDDS = 1

3
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3.9

3.9.1

3

Reset and clock controller (RCC)

The clock and reset controller manages the generation of all the clocks, as well as the clock
gating and the control of the system and peripheral resets. It provides a high flexibility in the
choice of clock sources and allows application of clock ratios to improve the power
consumption. In addition, on some communication peripherals that are capable to work with
two different clock domains (either a bus interface clock or a kernel peripheral clock), the
system frequency can be changed without modifying the baudrate.

Clock management

The devices embed four internal oscillators, two oscillators with external crystal or
resonator, three internal oscillators with fast startup time and four PLLs.
The RCC receives the following clock source inputs:
e Internal oscillators:
— 64 MHz HSI clock (1% accuracy)
— 4 MHz CSl clock
— 32 kHz LSI clock
e  External oscillators:
—  8-48 MHz HSE clock
— 32.768 kHz LSE clock

The RCC provides four PLLs:

e The PLL1 is dedicated to the MPU clocking

e The PLL2 provides:
—  The clocks for the AXI-SS (including APB4, APB5, AHB5 and AHB6 bridges)
—  The clocks for the DDR interface

e The PLL3 provides:

—  The clocks for the MCU, and its bus matrix (including the APB1, APB2, APB3,
AHB1, AHB2, AHB3 and AHB4)

—  The kernel clocks for peripherals
e The PLL4 is dedicated to the generation of the kernel clocks for various peripherals

The system starts on the HSI clock. The user application can then select the clock
configuration.
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3.10

3.1
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System reset sources

The power-on reset initializes all registers while the system reset reinitializes the system
except for the debug, part of the RCC and power controller status registers, as well as the
backup power domain.
An application reset is generated from one of the following sources:

— areset from NRST pad

— areset from POR and PDR signal (generally called power-on reset)

— areset from BOR (generally called brownout)

— areset from the independent watchdogs 1

— areset from the independent watchdogs 2

—  a software reset from the Cortex-M4 (MCU)

— a software reset from the Cortex-A7 (MPU)

— afailure on HSE, when the clock security system feature is activated

A system reset is generated from one of the following sources:
— An application reset,
— Avreset from POR_VDDCORE signal,
—  Every time the system exits from Standby.

Hardware semaphore (HSEM)
The HW semaphore block provides 64 (32-bit) register-based semaphores.

The semaphores can be used to ensure synchronization between different processes
running on a core and between different cores. The HSEM provides a non blocking
mechanism to lock semaphores in an atomic way. The following functions are provided:

e Locking a semaphore can be done in 2 ways:

—  2-step lock: by writing CorelD and ProcessID to the semaphore, followed by a
read check.

— 1-step lock: by reading the CorelD from the semaphore.
e Interrupt generation when a semaphore is freed.

— Each semaphore may generated an interrupt on one of the interrupt lines.
e  Semaphore clear protection.

— Asemaphore is only cleared when CorelD and ProcessID matches.
e  Global semaphore clear per CorelD.

Inter-processor communication controller (IPCC)

The inter-processor communication controller (IPCC) is used for communicating data
between two processors.

The IPCC block provides a non blocking signaling mechanism to post and retrieve
communication data in an atomic way. It provides the signaling for four channels:
e two channels in the direction from processor 1 to processor 2

¢ two channels in the opposite direction.

3
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3.12

3.13

3

It is then possible to have two different communication types in each direction.

The IPCC communication data must be located in a common memory, which is not part of
the IPCC block.

IPCC main features

e  Status signaling for the four channels
— Channel occupied/free flag, also used as lock
e  Two interrupt lines per processor
—  One for RX channel occupied (communication data posted by sending processor)
—  One for TX channel free (communication data retrieved by receiving processor)
e Interrupt masking per channel
—  Channel occupied mask
—  Channel free mask
e Two channel operation modes
—  Simplex (each channel has its own communication data memory location)

— Half duplex (a single channel in associated to a bidirectional communication data
information memory location)

General-purpose input/outputs (GPIOs)

Each of the GPIO pins can be configured by software as output (push-pull or open-drain,
with or without pull-up or pull-down), as input (with or without pull-up or pull-down) or as
peripheral alternate function. Most of the GPIO pins are shared with digital or analog
alternate functions. All GPIOs are high-current-capable and have speed selection to better
manage internal noise, power consumption and electromagnetic emission.

After reset, all GPIOs are in analog mode to reduce power consumption.

The 1/0 configuration can be locked if needed by following a specific sequence in order to
avoid spurious writing to the 1/Os registers.

Additionally, GPIO pins on port Z can be individually set as secure, which would mean that
software accesses to these GPIOs and associated peripherals defined as secure are
restricted to secure software running on Cortex-A7.

TrustZone protection controller (ETZPC)

ETZPC is used to configure TrustZone security of bus masters and slaves with
programmable-security attributes (securable resources) such as:

e On-chip SYSRAM with programmable secure region size
e AHB and APB peripherals to be made secure

Notice that by default, SYSRAM and peripheral are set to secure access only, so, not
accessible by non-secure masters such as Cortex-M4 or DMA1/DMAZ2.

ETZPC can also allocate peripherals and SRAM to be accessible only by the Cortex-M4
and/or DMA1/DMAZ2. This ensures the safe execution of the Cortex-M4 firmware, protected
from other masters (e.g. Cortex-A7) unwanted accesses.
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Bus-interconnect matrix

The devices feature an AXI bus matrix, one main AHB bus matrix and bus bridges that allow
bus masters to be interconnected with bus slaves (see Figure 3, the dots represent the
enabled master/slave connections).

3
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Figure 3. STM32MP153A/D bus matrix
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DMA controllers

The devices features three DMA modules to unload CPU activity:
e A master direct memory access (MDMA)

The MDMA is a high-speed DMA controller, which is in charge of all types of memory
transfers (peripheral to memory, memory to memory, memory to peripheral), without
any CPU action. It features a master AXI interface.

The MDMA is located in MPU domain. It is able to interface with the other DMA
controllers located in MCU domain to extend the standard DMA capabilities, or can
manage peripheral DMA requests directly.

Each of the 32 channels can perform block transfers, repeated block transfers and
linked list transfers.

The MDMA can be set to make secure transfers to secured memories.
e  Two DMA controllers (DMA1, DMA?2), located in MCU domain. Each controller is a
dual-port AHB, for a total of 16 DMA channels to perform FIFO-based block transfers.

The DMAMUX is an extension of the DMA1 and DMA2 controllers. It multiplexes and routes
the DMA peripheral requests to the DMA1 or DMAZ2 controllers, with a high flexibility,
maximizing the number of DMA requests that run concurrently, as well as generating DMA
requests from peripheral output trigger or DMA event.

Nested vectored interrupt controller (NVIC)

The devices embed a nested vectored interrupt controller able to manage 16 priority levels,
and handle up to 150 maskable interrupt channels plus the 16 interrupt lines of the Cortex®-
M4 with FPU core.

e  Closely coupled NVIC gives low-latency interrupt processing

e Interrupt entry vector table address passed directly to the core

e Allows early processing of interrupts

e  Processing of late arriving, higher-priority interrupts

e  Support tail chaining

e  Processor context automatically saved

e Interrupt entry restored on interrupt exit with no instruction overhead

This hardware block provides flexible interrupt management features with minimum interrupt
latency.

Extended interrupt and event controller (EXTI)

The extended interrupt and event controller (EXTI) manages individual CPU and system
wakeup through configurable and direct event inputs. It provides wake-up requests to the
power control, and generates an interrupt request to the CPUs NVIC or GIC and events to
the CPUs event inputs. For each CPU an additional event generation block (EVG) is needed
to generate the CPU event signal.

The EXTI wake-up requests allow the system to be woken up from Stop mode, and the
CPUs to be woken up from CStop and CStandby modes.

The interrupt request and event request generation can also be used in Run mode.
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The block also includes the EXTI IOport selection.

Each interrupt or event can be set as secure in order to restrict access to secure software
only.

Cyclic redundancy check calculation unit (CRC1, CRC2)

The CRC (cyclic redundancy check) calculation unit is used to get a CRC code using a
programmable polynomial.

Among other applications, CRC-based techniques are used to verify data transmission or
storage integrity. In the scope of the EN/IEC 60335-1 standard, they offer a means of
verifying the flash memory integrity. The CRC calculation unit helps computing a signature
of the software during runtime, to be compared with a reference signature generated at link-
time and stored at a given memory location.

Flexible memory controller (FMC)

The FMC controller main features are the following:

e Interface with static-memory mapped devices including:
— NOR flash memory
—  Static or pseudo-static random access memory (SRAM, PSRAM)
—  NAND flash memory with 4-bit/8-bit BCH hardware ECC

e  8-,16-bit data bus width

¢ Independent chip select control for each memory bank

¢ Independent configuration for each memory bank

e  Write FIFO

Dual Quad-SPlI memory interface (QUADSPI)

The QUADSPI is a specialized communication interface targeting single, dual or quad SPI
flash memories. It can operate in any of the three following modes:

e indirect mode: all the operations are performed using the QUADSPI registers

e status polling mode: the external flash memory status register is periodically read and
an interrupt can be generated in case of flag setting

e memory-mapped mode: the external flash memory is mapped to the address space
and is seen by the system as if it was an internal memory

Both throughput and capacity can be increased two-fold using dual-flash mode, where two
Quad-SPI flash memories are accessed simultaneously.

QUADSPI is coupled with a delay block (DLYBQS) allowing the support of external data
frequency above 100 MHz.
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Analog-to-digital converters (ADCs)

The STM32MP153A/D devices embed two analog-to-digital converters, which resolution
can be configured to 16, 14, 12, 10 or 8 bits. Each ADC shares up to 20 external channels,
performing conversions in the single-shot or scan mode. In scan mode, automatic
conversion is performed on a selected group of analog inputs.

Additional logic functions embedded in the ADC interface allow:
e simultaneous ADC1/ADC2 conversion
e interleaved ADC1/ADC2 conversion.

The ADC can be served by the DMA controller, thus allowing the automatic transfer of ADC
converted values to a destination location without any software action.

In addition, an analog watchdog feature can accurately monitor the converted voltage of
one, some or all selected channels. An interrupt is generated when the converted voltage is
outside the programmed thresholds.

In order to synchronize A/D conversion and timers, the ADCs can be triggered by any of
TIM1, TIM2, TIM3, TIM4, TIM6, TIM8, TIM15, LPTIM1, LPTIM2 and LPTIM3 timers.

Temperature sensor

The STM32MP153A/D devices embed a temperature sensor that generates a voltage (Vt1g)
that varies linearly with the temperature. This temperature sensor is internally connected to
ADC2_INP12. It can measure the device ambient temperature ranging from —40 to +125 °C
with a precision of +2%.

The temperature sensor has a good linearity, but it has to be calibrated to obtain a good
overall accuracy of the temperature measurement. As the temperature sensor offset varies
from chip to chip due to process variation, the uncalibrated internal temperature sensor is
suitable for applications that detect temperature changes only. To improve the accuracy of
the temperature sensor measurement, each device is individually factory-calibrated by ST.
The temperature sensor factory calibration data are stored by ST in the OTP area, which is
accessible in read-only mode.

Digital temperature sensor (DTS)

The device embeds a frequency output temperature sensor. This block counts the
frequency based on the LSE or PCLK to provide the temperature information.

Following functions can be supported:
e Interrupt generation by temperature threshold.
e  Wakeup signal generation by temperature threshold.

VpaTt Operation

The Vgat power domain contains the RTC, the backup registers, the retention RAM and the
backup SRAM.

3
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In order to optimize battery duration, this power domain is supplied by Vpp when available
or by the voltage applied on VBAT pin (when Vpp supply is not present). Vgat power is
switched when the PDR detects that Vpp has dropped below the PDR level.

The voltage on the VBAT pin could be provided by an external battery, a supercapacitor or
directly by Vpp. In the later case, VBAT mode is not functional.

Vgat operation is activated when Vpp is not present.

The Vgat pin supplies the RTC, the backup registers, the retention RAM and the backup
SRAM.

Note: None of these events: external interrupts, TAMP event, or RTC alarm/events are able to
directly restore the Vpp supply and force the STM32MP153A/D device out of the Vgar
operation. Nevertheless, TAMP events and RTC alarm/events can be used to generate a
signal to an external circuitry (typically a PMIC) that can restore the STM32MP153A/D Vpp

supply.

3.25 Digital-to-analog converters (DAC1, DAC2)

The two 12-bit buffered DAC channels can be used to convert two digital signals into two
analog voltage signal outputs.

This dual digital interface supports the following features:

e Two DAC converters: one for each output channel

e  8-bit or 12-bit monotonic output

e Left orright data alignment in 12-bit mode

e  Synchronized update capability

e Noise-wave generation

e Triangular-wave generation

e  Sample and hold mode to reduce the power consumption

e Dual DAC channel independent or simultaneous conversions

e  DMA capability for each channel including DMA underrun error detection
e  External triggers for conversion

e input voltage reference Vggr. or internal VREFBUF reference.

The DAC channels are triggered through the timer update outputs that are also connected
to different DMA streams.

3.26 Voltage reference buffer (VREFBUF)

The STM32MP153A/D devices embed a voltage reference buffer which can be used as
voltage reference for ADC, DACs and also as voltage reference for external components
through the VREF+ pin.

The internal voltage reference buffer supports four voltages:

e 15V
e 2048V
e 25V

3
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An external voltage reference can be provided through the VREF+ pin when the internal
voltage reference buffer is off.

Figure 4. Voltage reference buffer
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Digital filter for sigma delta modulators (DFSDM1)

The device embeds one DFSDM with support for 6 digital filters modules and 8 external
input serial channels (transceivers) or alternately 8 internal parallel inputs.

The DFSDM peripheral is dedicated to interface external XA modulators to
STM32MP153A/D and perform digital filtering of the received data streams. £A modulators
are used to convert analog signals into digital serial streams that constitute the inputs of the
DFSDM. The DFSDM can also interface PDM (pulse density modulation) microphones and
perform the PDM to PCM conversion and filtering (hardware accelerated). The DFSDM
features optional parallel data stream inputs from internal ADC peripherals or
STM32MP153A/D memory (through DMA/CPU transfers into DFSDM).

The DFSDM transceivers support several serial interface formats (to support various ¥A
modulators). DFSDM digital filter modules perform digital processing according user-defined
filter parameters with up to 24-bit final ADC resolution.
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The DFSDM peripheral supports:
e 8 multiplexed input digital serial channels:
— configurable SPI interface to connect various SD modulator(s)
—  configurable Manchester coded 1-wire interface support
— PDM (pulse density modulation) microphone input support
— maximum input clock frequency up to 20 MHz (10 MHz for Manchester coding)
—  clock output for SD modulator(s): 0...20 MHz
e Alternative inputs from 8 internal digital parallel channels (up to 16-bit input resolution):
— internal sources: ADC data or memory data streams (DMA)
e 6 digital filter modules with adjustable digital signal processing:
—  Sinc* filter: filter order/type (1...5), oversampling ratio (1...1024)
— integrator: oversampling ratio (1...256)
e  Up to 24-bit output data resolution, signed output data format
e Automatic data offset correction (offset stored in register by user)
e  Continuous or single conversion
e  Start-of-conversion triggered by:
—  software trigger
— internal timers
— external events
—  start-of-conversion synchronously with first digital filter module (DFSDMO)
e Analog watchdog feature:
— low value and high value data threshold registers

— dedicated configurable Sinc* digital filter (order = 1...3, oversampling ratio =
1...32)

— input from final output data or from selected input digital serial channels
— continuous monitoring independently from standard conversion
e  Short circuit detector to detect saturated analog input values (bottom and top range):
— up to 8-bit counter to detect 1...256 consecutive Q’s or 1’s on serial data stream
— monitoring continuously each input serial channel
e Break signal generation on analog watchdog event or on short circuit detector event
e Extremes detector:
—  storage of minimum and maximum values of final conversion data
—  refreshed by software
e  DMA capability to read the final conversion data

e Interrupts: end of conversion, overrun, analog watchdog, short circuit, input serial
channel clock absence

e  “Regular” or “injected” conversions:

—  “regular” conversions can be requested at any time or even in continuous mode
without having any impact on the timing of “injected” conversions

— ‘“injected” conversions for precise timing and with high conversion priority

3
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3.30
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Digital camera interface (DCMI)

The devices embed a camera interface that can connect with camera modules and CMOS
sensors through an 8-bit to 14-bit parallel interface, to receive video data. The camera
interface can achieve a data transfer rate up to 140 Mbyte/s using a 80 MHz pixel clock and
14-bit of data. It features:

e  Programmable polarity for the input pixel clock and synchronization signals
e Parallel data communication can be 8-, 10-, 12- or 14-bit

e  Supports 8-bit progressive video monochrome or raw Bayer format, YC,,C, 4:2:2
progressive video, RGB 565 progressive video or compressed data (like JPEG)

e  Supports continuous mode or snapshot (a single frame) mode
e Capability to automatically crop the image

LCD-TFT display controller (LTDC)

The LCD-TFT display controller provides a 24-bit parallel digital RGB (Red, Green, Blue)
and delivers all signals to interface directly to a broad range of LCD and TFT panels up to
WXGA (1366 x 768) @60 fps or up to Full HD (1920 x 1080) @30 fps resolution with the
following features:

e Up to 90 MHz pixel clock

e 2display layers with dedicated FIFO

e  Color look-up table (CLUT) up to 256 colors (256x24-bit) per layer

e Up to 8 input color formats selectable per layer

e  Flexible blending between two layers using alpha value (per pixel or constant)
e  Flexible programmable parameters for each layer

e  Color keying (transparency color)

e Up to 4 programmable interrupt events

e  AXI master interface

True random number generator (RNG1, RNG2)

The RNG is a true random number generator that provides full entropy outputs to the
application as 32-bit samples. It is composed of a live entropy source (analog) and an
internal conditioning component.

RNG1 can be defined (in ETZPC) as accessible by secure software only.

Hash processors (HASH1, HASH2)

The devices embed two processors that support the advanced algorithms usually required
to ensure authentication, data integrity and non-repudiation when exchanging messages
with a peer:

e  Universal HASH
—  SHA-1, SHA224 and SHA256 (secure HASH algorithms)
- MD5
-  HMAC

3
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The accelerator supports DMA request generation.

HASH1 can be defined (in ETZPC) as accessible by secure software only.

3.32 Boot and security and OTP control (BSEC)
The BSEC (boot and security and OTP control) is intended to control an OTP (one time
programmable) fuse box, used for embedded non-volatile storage for device configuration
and security parameters. Some part of BSEC should be configured as accessible by secure
software only.
3.33 Timers and watchdogs
The devices include two advanced-control timers, ten general-purpose timers, two basic
timers, five low-power timers, three watchdogs, a SysTick timer in Cortex-M4 and 4 system
timers in each Cortex-A7.
All timer counters can be frozen in debug mode.
Table 4 compares the features of the advanced-control, general-purpose, basic and low-
power timers.
Table 4. Timer feature comparison
Max Max
Timer . Counter | Counter | Prescaler DMA Capture/ | Comple- interface | timer
Timer . request | compare | mentary
type resolution type factor eneration | channels | output clock clock
9 P (MHz) | (MHz)"
Up, Any integer
Ai\ﬁ:fsd TT'l':\/'A;' 16-bit | down, | between 1 Yes 6 4 1045 | 209
up/down | and 65536
TIM2 Up, Any integer
TI™M 5’ 32-bit down, between 1 Yes 4 No 104.5 209
up/down | and 65536
TIM3 Up, Any integer
TIM 4‘ 16-bit down, between 1 Yes 4 No 104.5 209
up/down | and 65536
Any integer
TIM12 16-bit Up between 1 No 2 No 104.5 209
General and 65536
purpose TIMA3 Any integer
TIM14’ 16-bit Up between 1 No 1 No 104.5 209
and 65536
Any integer
TIM15 16-bit Up between 1 Yes 2 1 104.5 209
and 65536
Any integer
1.|—.|||,\\/|A11E;’ 16-bit Up between 1 Yes 1 1 104.5 209
and 65536
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Table 4. Timer feature comparison (continued)
Max Max
Timer . Counter | Counter | Prescaler DMA Capture/ | Comple- interface | timer
Timer . request | compare | mentary
type resolution | type factor eneration | channels | outout clock clock
9 P (MHz) | (MHz)"
TIM6 Any integer
Basic TIM7‘ 16-bit Up between 1 Yes 0 No 104.5 209
and 65536
LPTIMA1,
LPTIM2, 1,2,4,8,
Low- . 2)
ower LPTIM3, 16-bit Up 16, 32, 64, No 1 No 104.5 209
P LPTIM4, 128
LPTIM5

1. The maximum timer clock is up to 209 MHz depending on TIMGxPRE bit in the RCC.
2. No capture channel on LPTIM.
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3.33.1

3.33.2

3

Advanced-control timers (TIM1, TIM8)

The advanced-control timers (TIM1, TIM8) can be seen as three-phase PWM generators
multiplexed on 6 channels. They have complementary PWM outputs with programmable
inserted dead times. They can also be considered as complete general-purpose timers.
Their 4 independent channels can be used for:

e Input capture

e  Output compare

e PWM generation (edge- or center-aligned modes)
e  One-pulse mode output

If configured as standard 16-bit timers, they have the same features as the general-purpose
timers. If configured as 16-bit PWM generators, they have full modulation capability (0-
100%).

The advanced-control timer can work together with the general-purpose timers via the timer
link feature for synchronization or event chaining.

TIM1 and TIM8 support independent DMA request generation.

General-purpose timers (TIM2, TIM3, TIM4, TIMS5, TIM12, TIM13,
TIM14, TIM15, TIM16, TIM17)

There are ten synchronizable general-purpose timers embedded in the STM32MP153A/D
devices (see Table 4 for differences).

e TIM2, TIM3, TIM4, TIM5

The devices include 4 full-featured general-purpose timers: TIM2, TIM3, TIM4 and
TIMS. TIM2 and TIM5 are based on a 32-bit auto-reload up/downcounter and a 16-bit
prescaler while TIM3 and TIM4 are based on a 16-bit auto-reload up/downcounter and
a 16-bit prescaler. All timers feature 4 independent channels for input capture/output
compare, PWM or one-pulse mode output. This gives up to 16 input capture/output
compare/PWMs on the largest packages.

TIM2, TIM3, TIM4 and TIM5 general-purpose timers can work together, or with the
other general-purpose timers and the advanced-control timers TIM1 and TIM8 via the
timer link feature for synchronization or event chaining.

Any of these general-purpose timers can be used to generate PWM outputs.
TIM2, TIM3, TIM4, TIM5 all have independent DMA request generation. They are

capable of handling quadrature (incremental) encoder signals and the digital outputs
from 1 to 4 hall-effect sensors.

e TIM12, TIM13, TIM14, TIM15, TIM16, TIM17

These timers are based on a 16-bit auto-reload upcounter and a 16-bit prescaler.
TIM13, TIM14, TIM16 and TIM17 feature one independent channel, whereas TIM12
and TIM15 have two independent channels for input capture/output compare, PWM or
one-pulse mode output. They can be synchronized with the TIM2, TIM3, TIM4, TIM5
full-featured general-purpose timers or used as simple timebases.
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3.33.3

3.33.4

3.33.5

3.33.6

3.33.7
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Basic timers TIM6 and TIM7

These timers are mainly used for DAC trigger and waveform generation. They can also be
used as a generic 16-bit time base.

TIM6 and TIM7 support independent DMA request generation.

Low-power timer (LPTIM1, LPTIM2, LPTIM3, LPTIM4, LPTIMS5)

The low-power timer has an independent clock and is running also in Stop mode if it is
clocked by LSE, LSI or an external clock. It is able to wakeup the device from Stop mode.
These low-power timer supports the following features:

e  16-bit up counter with 16-bit autoreload register

e  16-bit compare register

e  Configurable output: pulse, PWM

e  Continuous / one-shot mode

e  Selectable software / hardware input trigger

e  Selectable clock source:

e Internal clock source: LSE, LSI, HSI or APB clock

e  External clock source over LPTIM input (working even with no internal clock source
running, used by the pulse counter application)

e  Programmable digital glitch filter
e  Encoder mode

Independent watchdog (IWDG1, IWDG2)

The independent watchdog is based on a 12-bit downcounter and 8-bit prescaler. It is
clocked from an independent 32 kHz internal RC(LSI) and as it operates independently from
the main clock, it can operate in Stop and Standby modes. It can be used to reset the device
when a problem occurs. It is hardware- or software-configurable through the option bytes.

IWDG1 can be defined (in ETZPC) as accessible by secure software only.

System window watchdog (WWDG1)

The window watchdog is based on a 7-bit downcounter that can be set as free-running. It
can be used as a watchdog to reset the device when a problem occurs. It is clocked from
the APB clock. It has an early warning interrupt capability and the counter can be frozen in
debug mode.

SysTick timer (Cortex-M4)

This timer is embedded inside Cortex-M4 core and dedicated to real-time operating
systems, but can also be used as a standard downcounter. It features:

e A 24-bit downcounter

e Autoreload capability

e  Maskable system interrupt generation when the counter reaches 0
e  Programmable clock source.

3
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3.33.8

3.34

3.35

3

Generic timers (Cortex-A7 CNT)

Cortex-A7 generic timers embedded inside Cortex-A7 are fed by value from system timing
generation (STGEN).
The Cortex-A7 processor provides a set of four timers for each processor:

e  Physical timer for use in secure and non-secure modes. The registers for the physical
timer are banked to provide secure and non-secure copies.

. Virtual timer for use in non-secure modes.
e  Physical timer for use in hypervisor mode.

Generic timers are not memory mapped peripherals, they are accessible only by specific
Cortex-A7 coprocessor instructions (cp15).

System timer generation (STGEN)

The system timing generation (STGEN) generates a time count value that provides a
consistent view of time for all Cortex-A7 generic timers.

The system timing generation has the following key features:

e  64-bit wide to avoid roll-over issues.

e  Starts from zero or a programmable value.

e Acontrol APB interface (STGENC) enables the timer to be saved and restored across
powerdown events.

e Read-only APB interface (STGENR) enables the timer value to be read by non-secure
software and debug tools.

e  The timer value incrementing can be stopped during system debug.

STGENC can be defined (in ETZPC) as accessible by secure software only.

Real-time clock (RTC)

The RTC provides an automatic wakeup to manage all low-power modes.

The real-time clock (RTC) is an independent BCD timer/counter. The RTC provides a time-
of-day clock/calendar with programmable alarm interrupts.

The RTC includes also a periodic programmable wakeup flag with interrupt capability.

Two 32-bit registers contain the seconds, minutes, hours (12- or 24-hour format), day (day
of week), date (day of month), month, and year, expressed in binary coded decimal format
(BCD). The sub-seconds value is also available in binary format.

Compensations for 28-, 29- (leap year), 30-, and 31-day months are performed
automatically. Daylight saving time compensation can also be performed.

Additional 32-bit registers contain the programmable alarm subseconds, seconds, minutes,
hours, day, and date.

A digital calibration feature is available to compensate for any deviation in crystal oscillator
accuracy.

After backup domain reset, all RTC registers are protected against possible parasitic write
accesses.
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As long as the supply voltage remains in the operating range,