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1. Introduction

WIZ630wi is a gateway module for converting the RS-232 protocol to TCP/IP protocol. WIZ630wi enables

a device with RS-232 serial interface to connect to TCP/IP network through LAN and operate remote
measuring, administration, and control. WIZ630wi has an embedded switch inside for IP-Router function,
and can operate as 3G-Router/WiBro-Router through USB interface. Devices that communicates through
serial communication use Serial-to-LAN, Serial-to-WIFI|, Serial-to-3G, and Serial-to-WiBro; WIZ630wi can

be used for TCP and UDP communication to the upper layer administration server.

1.1 EVB Construction

1.1.1. Packaging

I __.: UL

Figure 1. WIZ630wi-EVB Packaging

© Copyright 2012 WIZnet Co., Inc. All rights reserved.
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1.1.2. Contents

Section Qnt. Contents
i
-
WIZ630wi 1ea =
WIZ630wi- 1ea
EVB
2dBi WI-FI Antenna (Dipole)
Antenna 1ea
Serial Cable
Serial Cable | 2 ea
LAN Cable 1ea LAN Cable
WI-FI Jump cable (connection between Module and Antenna)
WI-FI Jump 1ea
cable
Adapter 1ea DC 5V/2A Adapter

Table 1. WIZ630wi-EVB Contents

© Copyright 2012 WIZnet Co., Inc. All rights reserved.




({'1?1211{_‘['

1.1.3. HW Interface

4 LAN ports

@ Serial ports

¢ 1USB

€ 1 Config Switch

¢ WIZ630wi I/F Socket
4 1 Reset Button

4 1 WPS Button

€ Power connector

LAN #0
RF Block
LAN #1
LAN #2
32M o
SDRAM WiFi CPU UART #1
UART #2
4M
Flash GPIO, USB, ...

Figure 2. WIZ630wi Interface

© Copyright 2012 WiZnet Co., Inc. All rights reserved.
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1.2 Features

¢ Complies with IEEE802.11n 4.0.

€ Router/AP(Bridge)/AP-Client/Client(Station)/Ad-hoc Mode , WDS/Repeater supported
€ 1T1R RF Interface

4 Physical link rate up to 150Mpbs

4 Built-in 1 WAN and 2 LAN ports

4 USB /2 Serial Ports supports

¢ Working as Wi-Fi Router

¢ Working as 3G Router

@ Working as Wibro / Wimax Router

¢ WEP 64/128bit, WPA/WPA2-PSK TKIP, AES and 802.1x
4 802.11e and WMM (Wi-Fi Multimedia)

4 Router and Firewall function supported

@ Serial to WiFi/Ethernet / Serial to 3G Internet / Serial to Wibro(Wimax)

Internet
h’&/\/\/
UART #1 LAN #0
UART #2
Customer | ———— | WIZ630wi
(AP mode,
IVICS) GPIO de)
N W72l O G/W mode)
\.‘ ___________ v-f
LAN #1
WiFi
UART # |
i Smart Phone PC
Customer @ WIZEBUWi NotEbGGk
MCU _GPO... (Client mode)
'\'ZIZZZZZZZZF’

Figure 3. WIZ630wi Functions

© Copyright 2012 WiZnet Co., Inc. All rights reserved.
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1.3 Specifications

1.3.1. Wireless Specifications

Type Description

Wireless Standard IEEE802.11b/g/n

USA: 2.400 ~ 2.483GHz
Europe: 2.400 ~ 2.483GHz
Japan: 2.400 ~ 2.497GHz
China: 2.400 ~ 2.483GHz

Frequency Range

USA/Canada: 11(1 ~ 11)

Major Europe Countries: 13(1 ~ 13)

Operating Channels France: 4(10 ~ 13)

Japan: 14 for 802.11b(1 ~ 14), 13 for 802.11g(1 ~ 13)
Korea/China: 13(1 ~ 13)

802.11b: 17dBm@11Mbps
802.11g: 14dBm@54Mbps
802.11n: 14dBm@150Mbps/72Mbps

Output Power
(Tolerance(+/-1dBm)

802.11b: -89dBm@11Mbps
802.11g: -74dBm@54Mbps
802.11n(40MHz): -66dBm@150Mbps
802.11n(20MHz): -70dBm@72Mbps

Receive Sensitivity

802.11b: 1,2,5.5,11Mbps
802.11g: 6,9,12,18,24,36,48,54Mbps

Data Rates
802.11n(20MHz): 7,14.5,21.5,28.5,43.5,57.5,65,72Mbps
802.11n(40MHz): 29.5,86.5,115,130,144,150Mbps
. 11g: OFDM(64QAM, 16QAM, QPSK, BPSK
Modulation Type 9 ( )

11b: DSS(CCK, DQPSK, DBPSK)

802.11b
Outdoor: 150m@11Mbps, 300m@1Mbps
Indoor: 30m@11Mbps, 100m@1Mbps
802.11g

Operation Distance
P Outdoor: 50m@54Mbps, 300m@6Mbps

(227)
Indoor: 30m@54Mbps, 100m@6Mbps
802.11n
Outdoor: 30m@150Mbps, 250m@7Mbps
Indoor: 20m@150mbps, 100m@7Mbps
Antenna u.FL (EVB : 1T1R 2dBi)

Table 2. WiFi Specifications

© Copyright 2012 WiZnet Co., Inc. All rights reserved.
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1.3.2. Hardware

Type Description
Serial port : 2 EA
LAN port: 3EA
|nterface UsB pOrt : 1 USB Host Port
Socket Type : Mini-PCI Express socket
U.FL(wireless)
Temperature Operation: -30°C~80°C
P Storage: -30°C~80°C
- Operation: 10% to 90%, Non-Condensin
Humidity perall ’ ? . "9
Storage: 5% to 90%, Non-Condensing
Baud Rate : 1200 ~ 921,600bps
Stop bits: 1, 2
Serial Parity: None, Odd, Even
Flow Control:
UART1: XON/XOFF(software), CTS/RTS(hardware), none
UART2: XON/XOFF, none
Power SV 2A
(Module 3.3V/1A) (??7?)
1w =5V x 200mA ( No LAN port used)
Power Consumption 1.05W = 5V x 200mA + 50mA x 1 (1 LAN port)
(???) 1.10W = 5V x 200mA + 50mA x 2 (2 LAN ports)
1.20W = 5V x 200mA + 50mA x 3 (3 LAN ports)
Dimension 33mm X 43mm X 4.5mm
Weight 69

Table 3. HW Specifications

© Copyright 2012 WiZnet Co., Inc. All rights reserved.
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1.3.3. Software
Type Description
Operation Mode Access Point(Bridge), Client(Station), Gateway, AP-Client, ad-hoc
Protocol ARP, UDP, TCP, Telnet, ICMP, DHCP, PPPoE, BOOTP, HTTP
WEP 64/128bit
Security WPA/WPA2-PSK AES/TKIP
802.1x(Radius)
Management HTTP, Serial, UDP
Notification Event Logging
Serial To WiFi 2 Serial Port supported
3G router 3G(WCDMA) Router function

Table 4. SW Specifications

© Copyright 2012 WiZnet Co., Inc. All rights reserved.
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2. Connecting the Web page of WIZ610wi

4 Some items may be not supported depending on the version.

2.1 Web address

4 Open a web browser on user’s PC. Input the default IP address of WIZ630wi, “192.168.16.254” and

click Enter.

2.2 Web Login

4 A pop up will request user to input User ID and Password

@ User ID: admin / Password: admin

WLAN-APT] .'-'IHILIII?IE‘ 168, 16 =4 S (@] AESiZT A=) DS

|:||l'|'
b
e
E:E

B E28 SO SR SEa ARG

AEEFH0|@L A i T
B e

B | ER

] s

@ The system’s basic information, as shown below, will appear if successfully authenticated.

© Copyright 2012 WiZnet Co., Inc. All rights reserved.
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Ii WhLEN AE
= Cparahon Figoe
) Inbemet Setiings
B W s Sefinge
S L) Sen Betting
BT Rieaal
=+ M B TS
¥ Sistam Mpn
¥ Frrivaiee Mg
& Corfip MpmT
¥ Part Hpm
B Packet Bintiston
# Systén Shatie
¥ Svstam Log

WLAN Gateway Module....

% MDAy Bpeem
ITTERET YATETAT. W
b ngRATTn e
At e pt

amig
GINTTIRRAT
mirmaton

Type

Description

F/W Version The firmware version of WIZ630wi is displayed.

System Up Time System up time displayed.

Operation Mode System operation mode displayed.

Internet Configuration Information of the external network is displayed.

Local Network Information of the Local network is displayed.

Ethernet Port Status Link of LAN Port status is displayed.

© Copyright 2012 WIZnet Co., Inc. All rights reserved.
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3. Operation mode

€ User can select the operation mode.

€ The default setting of WI1Z630wi is AP Mode. (DHCP Server Enabled)

4 WLAN AP Operation Mode Configuration

~p Operation Made

_'| Internet Settings ® Access Point:

"'—] Wireless Settings Al ethernet and wireless interfaces are bridged into a single bridoe interface.

B-Z2] Serial Setting » Gateway:

¥+ Managernents The first ethernet port is treated as WAN port. The other ethernet ports and the wireless

interface are bridged together and are treated as LAN ports.

O client(Station):
The wireless interface is treated as WAR port, and the ethernet ports are LARN ports.

O AP Client:
The wireless apcli intetface is treated as WAN port, and the wireless ap interface and the
ethernet ports are LAM pors.

O Adhoc:
The first ethernet port is treated as WAN port. The other ethernet ports and the wireless
interface are bridged together and are treated as LAN ports.

3.1 Access Point (Bridge)

In this mode, all Ethernet ports and wireless interface are bridged together. Wired/Wireless interface has
the same IP address space with its top mesh. DHCP Server function is disabled and WIZ630wi does not
assign an IP. Wireless (LAN Port included) sending periodic Broadcast Packet to Station and maintains a
connection with Station.

3.2 Gateway (Router)

Operate in router mode. Interfaces are separated into WAN I/F (Top Internet Business Network), LAN I/F
(Sub Private Network: 192.168.16.xxx), Wireless I/F (Sub Private Network: 192.168.16.xxx). Port # 0 will
be assigned to the WAN Port. WIZ630wi periodically sends Broadcast Packet to Sub-LAN (LAN Port
included) and maintains connection with Station.

3.3 Client (Station)

Wireless I/F is assigned as WAN Port and all Ethernet Ports are bound to LAN Port. Set the profile and the
WIZ630wi is automatically connected to the AP when re-booting in the future. Devices that are connected
through the LAN port are assigned a private IP. WIZ630wi periodically sends PING Packet to AP Gateway
and maintains connection with AP.

3.4 AP-Client mode

Wireless I/F is assigned as WAN Port and all Ethernet Ports are bound to LAN Port. This mode is similar to
Station mode, however the difference is that the Wireless I/F will operate as client with AP simultaneously.
WIZ630wi periodically sends Broadcast Packet to Sub-LAN (LAN Port included) and maintains connection
with Station.

3.5 ad-hoc mode

This mode is similar to Gateway mode. The Wireless |/F operates as ad-hoc and connects to Station Point-

© Copyright 2012 WiZnet Co., Inc. All rights reserved.
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to-Point. There is no communication between the LAN Port and Wireless I/F (ad-hoc).
WAN <- ad-hoc: OK

WAN <- LAN: OK

ad-hoc €<-> ad-hoc: OK

ad-hoc <> LAN: No Communication

© Copyright 2012 WiZnet Co., Inc. All rights reserved.
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4. Internet Setting

4.1 Internet connection setting

@ Select the internet service type and WIZ630wi can connect to the internet

@ If users would like to access to Internet, Gateway Mode should be selected.

: [ Operation Mode

=45 Internet Settings
@ WAN

[ LAN

‘[ DHCP clients

i [ WPN Config

‘.- [@ Routing

B Wireless Settings

{7 Serial Setting

[

[

Wide Area Network (WAN) Settings

It shows current
internet connection

setup information.
U;Prmay choose WAMN Connection Type: |DHCF' {Auto config) +|

Hesieme U e

em-'fronmenf. Be ides,
ser may also

t-{~] Firewall igure parameters MAC Clone
ted connection
Apply | Cancel |
Type Description

WAN Connection

Select the communication ways for Internet’s connection
- Static(Fixed IP)

Type - DHCP (Auto config)
- PPPoE
Host Name Settings about module’s host name
Some ISPs require that you register a MAC address. Users can directly enter MAC address
Mac Clone )
or use the MAC Clone function.
Type Description
User should choose DHCP Mode when the user connects to the internet service such as
FTTH, cable modems, VDSL, IP-ADSL.
VAN Connection Type: DHCP (:;-’-‘-.uto config:)- &
DHCP Mode
]  Co—

MAC Clone

| apply ] | Cancel ]

Static(Fixed IP)

Static IP setting window. If user receives static IP from ISP, user should set the Fixed IP .

|
© Copyright 2012 WIZnet Co., Inc. All rights reserved.
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WAN Connection Type: STATIC (fived IP) ~

Bl
_ 192.168.123.254
S~
SecondaroNSSener

Input the network information that got from ISP
(such as IP, Subnet, Gateway, DNS)

Sz

- VAN Connection Type: FPPGE (ADSL) =

pppoe_user |

J............

PPPOE(ADSL)

. User Name: Setting the User Name received from ISP

-. Password: Password assigned by ISP
. Operation Mode: This mode is used for re-connecting when connection is bad.

T Cancel

-. This mode is supported only in 3G-Router, Wibro, Wimax Router firmware
3G Mode -. Connect the 3G modem or WiBro/Wimax modem to the module’s USB port and WiFi/Wired
LAN service will be provided.

|
© Copyright 2012 WIZnet Co., Inc. All rights reserved.
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o e Tm G =
e |
_|pub|icip.kﬂwing.com |

|

Wibro/Wimax supports all USM modems that use Xronet’s chips, and certain USB modems
that use Samsung’s WiBro chipset.

© Copyright 2012 WIZnet Co., Inc. All rights reserved.
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4.2 Local network setting

¢ WIZ630wi internal IP setting, DHCP server setting and DHCP.

¥ wLan AP
i@ Operation Mode
El-23 Internet Settings

Local Area Network (LAN) Settings

[ |LAN

[ DHCP clients
| VPN Config

‘@ Routing

-] Wireless Settings

F-{] Serial Setting

-] Firewall

B3 Administration

- [@ Port Settings

| Management

[e8 Firmware

| Config Settings

[ Status

B Statistics

------ [ System Log

IPddiess L [T52. 16616250
WACAddress 1 0050:38:113:00:01
R
=
S

e |
[ feply ]

Type Description
|IP Address Enter the module’s IP. (Default Value : 192.168.16.254)
Subnet Mask Enter the module’s subnet mask.
MAC Address MAC Address of module’s LAN port (Wireless included). (Read Only)
DHCP Server Decide whether the module’s DHCP server will be used.
Start IP Address Set the start IP address that will be assigned from the DHCP server
End IP Address Set the end IP address that will be assigned from the DHCP server.
Subnet Mask Enter the value of subnet mask.
Primary DNS Server Enter the primary DNS server address.
Secondary DNS Server Enter the secondary DNS server.
Lease Time Enter the lease time when IP address is assigned.
Statically Assigned EI\:I::;::? of three IP can be statically assigned when I[P address is

© Copyright 2012 WIZnet Co., Inc. All rights reserved.
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4.3 DHCP Client Information

@ The IP information that is assigned from the DHCP server is shown.

DHCP Client List

It shows DHGP client

information w

% DHCP clients leased ip address. DHCF Clients
@ v Confi Hoswame  WACAdess  [PAddess  Ewiesin
------ [ Routing 00:08:DC:15:00:D2 192.168.16.11 | 00:00:00
I vliless SEiinEs 00:08:DC:15:00:D1 192.168.16.12 | 00:00:00
1] Serial Setting
-0 Firewall 00:03:2A:16:85:83 192.168.16.13 | 00:00:00
-3 Administration 00:17:F2:EA:DE5B 192.168.16.15 | 00:00:00
[ Port Settings
[ed Management
Type Description
Host name Client’s host name is shown
Mac Address Client's MAC address is shown.
IP Address Client’s IP address is shown.
Expires in The usable time of client’'s IP address is shown.

4.4 VPN setting

€ This section will explain on VPN packet settings.

VPN Passthrough

...... @ WAN

-3 LAN p 'r hrm;ghf

; configurations

L g 5,:;: Z:::ﬁ including: L2TP, VPN Pass Through

IPSec,

""" [ Routing - ’—

#-{_] Wireless Settings
#+{_] Serial Setting
#-{T] Firewall

=I5 Administration

“Disable <]
“Disable <]

@ Port Settings Apply | Cancel |
@i r"'!anagement
Type Description
L2TP Pass-through E?saalz;::\\//lli”:l II_ZZ-:'Z ZZZkkjti;iiis::s;:g Ltjr?rrl)x\gljﬁ’:lNAN (Default value)
IPSec Pass-through E?saalz;::\\//lli”:lI;SSZiT)ZZiftI;iiiS::s;Zg Ltjgrzx\gl;ﬁ’:lNAN (Default value)
PPTP Pass-through E?saalz;::\\//lli”:l FI:I:’-I'-I'FI; F;Z::(Zttlissiists::slrg TﬁlxﬁTNAN (Default value)

© Copyright 2012 WIZnet Co., Inc. All rights reserved.
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4.5 Static Routing Setting

€ User can modify the routing table at static routing settings.
4 We do not recommend any modification.

x RO
a4 Jpmraizm Mode
= =4 Inmmee Sateps
af ‘WA
af LAn
& DHOT chenix
il PN Config

Static Routing Setings

] Tans Seiting

] Firmwaill

—i AcrmerExtraien
g Fori Sethings
& Mensgumei

Ji-H -

o Firmeare

& Cerfig Ssiings

& Traiim Fﬁﬂ:l'l Rasdl I
& Ttaimicy

& Fymimm Lug

bia  Dexinaion Wofrask | Garkawdy/Fisgi | Wabic: A LS inufacs Somimsi
: by A
1 MEIESMRIEIELMEILNN 0000 B (0 (@0 Lo,

2 AnisRmg -nIsReny  nnon (B 18R CLANIBAGS

Type Description
Destination Enter the Target IP address or network address.
Range Select whether the routing table is HOST or NETWORK
Netmask If Range is NETWORK, enter subnet mask.
Gateway Enter the gateway address to be passed when communicating with target.
Interface Select whether the target is LAN or WAN.

|
© Copyright 2012 WIZnet Co., Inc. All rights reserved.
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5. Wireless setting

5.1 Basic settings

€ This chapter is about basic setting for wireless LAN.

i wLan ap
[ Operation Mode

: Basic Wireless Settings
E-5) Internet Settings

----- [l DHCP clients
----- [ VPN Config

----- |28 Routing

E-5) Wireless Settings

Wireless Network

L s

Hidden [ Isolated ™

5
----- [ Advanced
----- (8 Security

Hidden I Isolated ™

----- (8 Station List

----- |8 Statistics
-] Serial Setting
E-{] Firewall

B a Administration

[ Port Settings
|28 Management
[ Firmware

[ Config Settings

Hidden I Isclated ™

_‘ " Enable % Disable
_‘ " Enable ' Disable
BssiD 00:50:38:13:00:01
_ Z62MHz (Channel 11) v

o
S i v

e
bR P

Type Description
Radio On/Off Decide radio on/off of wireless AP function.

11b/g/n mixed mode: 802.11b/g/n are supported.
11b/g mixed mode: 802.11b/g are supported.
Network Mode 11b only: only 802.11b is supported.

11g only: only 802.11g is supported.

11n only: only 802.11n is supported

© Copyright 2012 WIZnet Co., Inc. All rights reserved. 22
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SSID Enter the name of the wireless network.
Channel Select the channel of wireless network.
Broadcast Network AP or Wireless network status can be checked by notifying the SSID to the wireless
Name device. AP cannot be searched if this function is disabled.
AP Isolation The communication between stations that are connected to the identical SSID is blocked.

MBSSID AP Isolation

The communication between stations that are connected to different SSID is blocked.

Type

Description

Operation Mode

Decide whether the PHY mode is going to be Mixed Mode or Green Field Mode.

Channel Bandwidth

Fix bandwidth channel to 20MHz.
Use 40MHz as bandwidth in case connection with wireless station that supports 11n
channel bonding.

Guard Interval

Long: 800nsec, Short: 400nsec

MCS

Control link rate.
Set link rate to auto considering any interruptions.

RDG

The wireless performance can be improved using Reverse Direct Grant, 11n’'s RDG
technology.

Extension Channel

Setting for the other 20MHz area when channel bandwidth is set to 40MHz.

STBC

STBC is supported when the value of MCS is 0-7.

A-MSDU

Decide whether numerous MSDUs inside one MPDU will transmit.

Auto Block ACK

Decide whether Block ACK will be transmitted automatically.

Decline BA Request

Decide whether user wants to decline Block ACK request.

HT Disallow TKIP

Decide whether to operate in 802.11g, if using TKIP.

HT TxStream

Setting for number of Tx antennas of 2T2R system.

HT RxStream

Setting for number of Rx antennas of 2T2R system.

© Copyright 2012 WiZnet Co., Inc. All rights reserved.
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5.2 Advanced Wireless Settings

@ This chapter is about higher-level setting for wireless LAN

§ wLan ap
[ Operation Mode

Advanced Wireless Settings
E-5 Internet Settings

- [ WAN se the Advanced
- @ LAN Setup page to make
s orer e i
Hagr;j: senes _||1 00 | ms (range 20 - 399, default 100)
g ZZZE:::d _||1 ms (range 1 - 255, default 1)
g ﬁg’: _||23.=.15 (range 256 - 2346, default 2346)
- @ AP Client _|IW (range 1-2347, default 2347)
e Do T30 ange 1- 100, cetaut 100
Eg i:i:ﬁem"g | f" Enable © Disable

E-£5 Administration

- & Port Settings

- & Management

- & Firmware

- & Config Settings
- & Status

- & Statistics

- & System Log

Wi-Fi Multimedia

| f‘ Enable % Disable

icast-to-Unicast Converter

Spply I Cancel |

Type Description

Setting for wireless communication when using both 11b and 11g LAN cards.
Recommended for automatic settings in general.

BG Protection

Controls the interval of sending beacon. The setting range is 20~999 and 100ms is usually
Beacon Interval

used
Controls the data rate of beacon being sent. The setting range is 1~255 and 1ms is usually

DTIM used.
When a data that is larger than the threshold size, it is fragmented and sent. Smaller
Fragmentation threshold size may enable more stable wireless communication; however the maximum
Threshold speed is lower. Smaller threshold size is recommended in case of many interruptions from

surrounding signals. The setting range is 256~2346.
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RTS Threshold

When a data that is larger than the threshold size, it can be sent RTS/CTS. Smaller
threshold size may enable more stable wireless communication; however the maximum
speed is lower. Smaller threshold size is recommended in case of more wireless stations are
connected at the same time. The setting range is 1~2347.

Tx Power

Controls the range of wireless radio being sent. The range of wireless radio being sent gets
larger as the value is larger.

Short Preamble

If user enables Short Preamble, performance might slightly improve. However, the
compatibility with wireless LAN card when connecting could decrease. It is recommended to
disable Short Preamble for best compatibility.

Short Slot

The performance of wireless station connected to 11g can be improved by enabling Short
Slot. However, it is recommended to disable Short Slot if there is a wireless station with
unstable connection.

Tx Burst

The wireless speed can be maximized by enabling this function. However, it is
recommended to disable this function for stable connection when numerous stations are
connected together.

Pkt_Aggregate

Numerous packets can be transmitted in one MPDU by enabling this function.

802.11H Supported only for 802.11a.
Setting for country code.
Country Code Example: KR(Republic of Korea), US(United State), FCC(Europe), JP(Japan), FR(France),
ES(Spain)
WMM Decide to whether or not use WMM function.
APSD Decide to whether or not use Power Saving Mode.
DLS Decide whether or not use DLS (Direct Link Setup) function.
WMM Parameter | If WMM is enabled, set the value for WMM Parameter.
Multicast-to- . ) )
Decide whether or not use Multicast function.
Unicast
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5.3 Wireless Security

@ This chapter is about settings for wireless network security.

y - L]
§ wian ap

' [@ Operation Mode
=] Internet Settings

Wireless Security/Encryption Settings

..... @ WAN
..... @ LAN
""" Lisuil b
----- |2 VPN Canfig = —
----- s S
=] Wireless Settings
""" @ Sasic
..... i Ad d —_—
----- o e L EEe—-
..... @ wWos
-----  wes
""" e e
----- | Station List _ -
----- e
H-{_] Serial Setting
H-_] Firewall _— —
=5 Administration Apply I Cancel |
;[ Port Settings
|2 Management
Type Description
SSID choice If multiple SSID are in use, choose the corresponding SSID for security.
Security Mode Select security mode.
Disable : Access Control function will be disabled..
Access Policy Allow Listed : allows communication with listed MAC client.
Reject Listed: blocks communication with listed MAC client.
Add a station MAC Enter the client's MAC address for controlling.

|
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5.3.1. Wireless Security setting

€ Authentication settings

Disable !
OPENWER
SHAREDWER

Access Policy

Type Description
OPENWEP All users are authorized.

SHAREDWEP Users only with correct network key are authorized.
WEPAUTO OPEN/SHARED Mode is selected automatically.
WPA-PSK WPA certified standard with improved security.
WPA2-PSK Improved WPA certified standard

WPAPSKWPA2PSK | Both WPZ-PSK and WPZ2-PSK are supported.
WPA WPA certified standard including 802.1x.
WPA2 Improved WPA certified standard.
WPA1WPA2 Both WPA and WPA2 are supported.
802.1x Radius authentication through WEP Key.
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5.3.2. Wireless Authentication Setting

Encryption Type Description
Alg oF & OPEN Encryption algorithm is not used.
WEP64 SHARED/ WEP encryption algorithm is used with 64bit key.
WEP128 WEPAUTO/802.1x WEP encryption algorithm is used with 128 bit key.
TKIP WPA/WPA2/ More complex encryption algorithm than WEP Is used.
AES WPA-PSK/ New encryption algorithm is used.
WPA2-PSK/
TKIP/AES WPATWPA2/ Support TKIP/AES simultaneously
WPAPSKWPA2PSK

5.3.2.1. WEP

@ Enter key for WEP64 or WEP128 network.

@ Use either character string or hex character when entering key.
@ Select 1~4 for ‘Default Key..

@ Enter at least one WEP Key.

@ The entered WEP key is used for connection from wireless terminal

Wire Eguivalence Protection (WEP)

|'KELT1 =
! Hex =
| Hex =
WEF Keys
| Hex =
! Hex =

5.3.2.2. TKIP/AES authentication

@ Enter at least 8 characters of character string for the network key value.

i 12345675

%0 seconds (0~ 4194303

5.3.2.3. Wireless 802.1x authentication
@ Enter the value for linking with the Radius Server.

€ The values related to the Radius Server are provided by the internet service company.
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3600 | seconds (0~ 4194303)

5.4 WDS Setting

€ Connection with different AP is possible with WDS (Wireless Distribution System) function.
€ Maximum of four APs can connect through WDS function.
€ 2 APs must use the same channel and authentication / encryption method.

- -
H wLan ap

| Operation Mode

_ Wireless Distribution System
B3 Internet Settings

yde
Eridge bode
Repeater Mode

Type Description

Disable WDS function is not used. (Default disable)

Do not register the MAC of AP to be connected.
Lazy Mode Connect the AP’s MAC to the registered AP. (?7?)
AP function is provided.

Register the MAC of AP to be connected.
Bridge Mode Connect the registered MAC to the AP. (??77?)
AP function is not provided.

Register the MAC of AP to be connected.
Connect the registered MAC to the AP.

Repeater Mode AP function is provided.

(The performance of WDS is best in Repeater Mode.)
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5.5 WPS Setting

€ The WDS function enables easier wireless network setting..

i wLan ap
- |&§ Operation Mode
El-£3 Internet Settings

----- [ Station List

----- [ Statistics
F-{_] Serial Setting
-] Firewall

E-5 Administration

[&8 Port Settings
@ Management
[ Firmware

[ Config Settings

Wi-Fi Protected Setup

Apply |

WPS Summary

‘ Reset 00B_|

[ Status
@ Statistics
S Ee T T
Apply |
I%j:ﬂnt used
3
Item Description
WPS Enable / Disable WPS.
WPS Current Status Shows whether WPS is used or not for the connection with station.
WPS Configured Shows whether WPS is configured or not.
WPS SSID Shows the SSID connected to the station.
WPS Auth Mode Shows the authentication used with WPS.

WPS Encryp Type

Shows the Encryption used with WPS.

WPS Default Key Index

Shows the default key ID used with WPS.

WPS Key(ASCII)

Shows the WPS Key.

AP PIN

Shows the PIN value used when connecting to station.

WPS Mode

Select PIN or PBC.

|
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5.6 Wireless network status

@ The status of the station that is connected to WIZ630wi is shown.
€ The surrounding wireless AP’s status are shown..

-j WLAN AP
& Dparsbon Moda
o _] Iniwrret Ssthnge
=3 Wirmles Ssthngs
o Bamc
o Advenced
§ Swcunty
o wos
i wes
o Sisbon Lk
i Sisbricx
o _] Seral Zating
o _] Admnobrshon

Station List

013 AT.MhAL WRAPSKETEF an bl In
mrLGheEE 01 FAT.Ac WEF an bl In
HESFOT D3RG NONE a bl In
EIDHNEHIW 00300 AR 1948 WPATKIFAES a Tiblg In
mrl Gkl MOz aickbl WEF a bl In
oimeai0nd M0 1d WEF 1o Tibign In

013 2% b e WRAPSKETEF a bl In
EIDENEHIWDasc M2kaiaXeT TR NIKE a Tihign  In
KT_WLAN_G8d0 Ak Axad A2 WRPAIFSHNPAZPEKITEIFAES 34 Tibign In
M0z 3y AL WRAPSKETEF a bl In
mrl Gkl M0z 3l Al WEF a bl In
KT_WLAN M2EFAXET TR WEF a 1By In
A Axad A2 WRPAIFSHNPAZPEKITEIFAES 20 Tibign In

LR B B B B B B - B - B - - R - R - - B - B LR L R

GICHNSHIW M2 AXETTT WRAIWPAZTKIFAES 0 1hign In
LGk 0:04: 3 25 1030 WEF 0 bl In
MOERTEEdE  WRAPSKITEF 0 bl In
LGk MOERTOEAE | WER 0 bl In
D14 N b TE WRPAPSKITEF a 1hign In
L+HaBTE 1A Ea AT WRPAZFSHNES 0 1hign In
fpang HT0dm | MOEBdaiedE | WEF 0 1hign In
VATARTI-#F MIOERDETIE | HIKE 1 1ibign In
1 fih (200 2raT &) | WRAIFSHNPAZPSKAES B0 Mbign In
E8 | HNLAH-AR IAEEZEE | HOKE 1 1ibign In
E8 | HNLAR-AR WAEEAZ e | HIKE 1 1ibign In
E8 | GICHNSHIWD | (25222 a2 | NOHE 0 1hign In
E8 | TAAN-AF AEEZEE | HOKE 15 1ibign In
Type Description
Channel Channel information of AP
SSID SSID of AP
BSSID MAC address of AP
Security Encryption method of AP
Signal Signal strength with AP
W-Mode Wireless mode of AP
T Network Type of finding AP
ype In: Infrastructure, Ad: ad-hoc
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5.7 AP Wireless Statistics

@ The Statistics of wireless communication is shown.

H wLan AP

----- [ Operation Mode
B{] Internet Settings
El5 Wireless Settings

[ Advanced
[ Security
=& wDs

& WPs

[ Station List

------ & Statistics
F_] Serial Setting
"] Administration

AP Wireless Statistics

Transmit Statistics

Receive Statistics
Framos RecshedSuccesstuly %
Frames Recehed Wih ORC Eror 4757

Reset Counters
Type Description
Tx Success Number of successfully transmitted frames
Tx Retry Count Number of retransmitted frames

Tx Fail after retry

Number of failed frames

RTS Successfully Receive CTS

Number of frames that successfully received CTS

RTS Fail To Receive CTS

Number of frames that failed to receive CTS

Frames Receive Successfully

Number of frames successfully received

Frames Received With CRC Error

Number of frames that failed due to CRC error

SNR

Receiving signal strength
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6. Serial to LAN(Wired and Wireless)

@ Individual settings for serial #1 / serial #2 are possible.

@ Set the serial parameters for serial to wireless (ethernet) function.
@ Set two channels (Main connection, Aux connection) for each serial port

€ Setting management of Serial #1 and #2 (Main connection, Aux connection)

WLAN Gateway Module....

Serial-to-Ethernet(Serial #1)

Main Connection Configuration

g wian ap
----- B Operation Mode
E--ﬁ Internet Settings it shows current Seral
..... b WAN to LAN conguration for

senal port #1. user

..... b LAN !
_____ b DHCP Clients can change if.

..... ’ = Conﬁg - o — T
..... b Routing C FW r..!m:d,
..... b Qos(s02.1p) s

..... b VLAN(B02.1qg)

=
-

------ b Serial Portz2
H-{_] Firewall
#-{] Managements
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6.1 Main Connection settings

Type Description
Enable checked : Serial to LAN is used.
Status ) .
Enable un-check: Serial to LAN is not used.
Protocol used in Serial to LAN communication
Protocol -TCP
-UDP
Serial to LAN operation mode. ( Client Mode recommended)
- Server : waits for connection.
Mode - Client : connected to the remote server of WIZ630wi
- Mixed : not recommended
Server IP Enter the IP address for WIZ630wi setting.
Server Port Enter the port number for remote serial data server host PC.

Reconnect Interval

Interval of TCP reconnection.

WIZ630wi2| Serial LAN2| connection Type( TCP Only)
System Bootup : connected to the remote server upon bootup.

Connection Serial Data In : once serial data comes in, connect to remote server.
(end connection after inactive time)
Baud rate Select the serial communication speed.
Databits Select the databits.
Parity Select the method for parity check.
Stopbits Select the stopbits.
FlowControl Select the method for flow control. (Option: none, Xon/Xoff, RTS/CTS)

6.2 Aux Connection Settings

Type Description
Status Select whether to enable serial port or not.
Protocol Protocol used in Serial to LAN communication.
Mode Select Server or Client Mode.
Server IP Enter the IP address for WIZ630wi setting.
Server Port Enter the port number for remote serial data server host PC.
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6.3 Packing Condition (Incoming serial data packing condition)

Type Description

Time Data packing until the set time and then sent to server after the set time.

Size Data packing until the set size and then sent to the server.

Character Data packing until the set character and then sent to the server.
L. . TCP/IP connection is discontinued if there is neither serial data nor network
Inactivity Time: . )
data during the set time.
-. Enable/Disable the H/W CMD switch pin.
H/W CMD switch -. H/W CMD switch pin is the switch for sending commands from CPU to

WIZ630wi.

6.4 Ethernet Data Tagging Option

This option is used to help serial device to identify who is the received serial data’s source: the received

serial data comes from Main Port or Aux Port.

Type

Description

Status

Enable or disable this option (Checked : Enable, Un-Check : Disable)

Main Port

Before sending data from Main port to serial port, WIZ630wi added a TAG in
the front of payload.

For example:

In-come LAN Data : “abcdegf”

Output data to Serial Port : “IMAIN!abcdegf”

Aux Port

Before sending data from Aux port to serial port, WIZ630wi added a TAG in the
front of payload.

For example:

In-come LAN Data : “abcdegf”

Output data to Serial Port : “JAUX!abcdegf”

|
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7. Firewall settings

4 Only work at the Gateway Mode

7.1 DMZ

@ Enable/Disable DMZ function

¢ A DMZ allows a single computer on your LAN to expose ALL of its unused ports to the Internet. When
doing this, the exposed computer is no longer behind the firewall.

€ Sometimes TCP/IP applications require very specialized IP configurations that are difficult to set up or
are not supported by your router. In this case, placing your computer in the DMZ is the only way to get

the application working.

WLAN Gateway Module....

il e s DMZ Settings
B Operanon wgde
12453 Inbamet Serings Il oRa U R L
B AR At ang! e om
b LAN ewiap LEE o

S A nmme
B e

¥ VP Cpnlig

¥ Bouing

B QoBA0T. 10

b WLAKRD2.1)
W ST g

Bt

b Gduenged

F Seunty

¥ W05

Bk WFS

B Sistioe Lt

b Pagker Sinbgiecn
B Sennd Bating
3 el

» THE

¥ PoiT Fanaing

¥ Pacisi Fliernp

B ok nes FERing

I Srherm Seciriy
L] MpsggemeTs

]

Type Description

DMZ Settings Disable/Enable DMZ

DMZ IP Address Input the IP address that you would like to expose all of its unused ports to the Internet
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7.2 Port forwarding

When a computer on the internet sends data to the external IP address of the router (WI1Z630wi), the
router (WI1Z630wi) needs to know what to do with the data. Port Forwarding simply tells the WIZ630wi
which computer on the local area network to send the data to. When you have port forwarding rules set up,
your router takes the data off of the external IP address:port number and sends that data to an internal IP
address:port number. Port Forwarding rules are created per port. So a rule set up for port 53 will only work

for port 53.

WLAN Gateway Module....

L ELEL
F Dperan o Wids
ERSRLL R DR i cumnd podt
¥ WAR frming mimmaiien
LAN -:ru'm' =
- v i forypiap
E':f:i‘r:““ fysen  liner can mid
:-:-.m;: " i ailen

QuS[A02. 103
VLER[E031g)
=g Wvdess Sehingm
¥ Bec
Axhapred
Sy
wos
=g
Simrion Lis
b Paks Bisnsioy
- Sernied Sattire
e Foemal
bk [Ri2
¥ Port Faowpeslineg
¥ Paciort Fliering
¥ Canbanbs REeng
]
r

Port Forwarding

Prwi Farearréng

. | CIFADMESE | BwaciPan | Piolosd | il Pad Eomnrant
iRk

Evebam Sagu ity

B ] Mpsgesmetis
Type Description
Port Forwarding Disable/Enable Port Forwarding
IP Address Internal IP address
Service Port External ports range
Protocol Supports TCP and UDP
Internal Port Internal port
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7.3 Packet filtering

4 WIZ630wi can accept or block Internet packets according to pre-defined MAC or IP address

@ First, please do basic settings

WLAN Gateway Module....

i wiak ap
F Opamizn Mods

B—j§ [miwrmat Sefinge

b AN

F LARI

F OHCF Clmntx

F WFH Config

¥ Rziting

B Q=BG LR el

. NLEMBOI Ll
BH—5§ wiralnar Setirgs

F Eanic

F Advancez

F Saoriy

F WEE

b WPs

F Skmimn i

b Facket Shatmho
] Serml Sefing
B Frwanll

F OMT

¥ Eori Forwarding

¢ Enciak Filwnms

§ Conienie Fierng

F Syrimm Secunty
1] Fans g mans

Type Description
Source MAC Pre-defined source MAC address for MAC filtering function
Dest IP Address Destination IP address
Source IP Address | Source IP address
Protocol Supports TCP, UDP, ICMP
Dest Port Range Destination port range
Source Port Range Source port range
Action Enable/Disable MAC/IP/Port filtering function
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7.4 Contents filtering

@ Used to block certain websites (IP or domain names)

i W BN A
b Cprahon wgde
B3 Intarmet Setiings
[T
(1]
O SCE e
WP Cplig
Roulng
DA 1)
WLAK[RIQ. 1qy
e eErtingm
Bt
Aarriged
Sescurity
W5
WFS
Simticen Lt
Packa] SInbEiD
| Sl Beftirg
=5 Firaaal
DM
B Parm Faraming
¥ Pacisi Fligrng
» o Fiernd,
- Svstenm Sty
B Managedmieris

B3

W R ETWT o FT VT

IR

WLAN Gateway Module....

Content Fliter Settings

¥ prowe cumen
auimTin flwmp
rinkin ang pane o
andnatain nben {iner
o wd mmnam 55

milEn

Al ARG HeL FElTeg Hidos

Type Description
Block all the websites whose domain is the input text
! For example, if you input “sex”, the websites like www.sex.com is blocked. But
URL Fitter www.sexgood.com is not blocked. If you would like to block all the websites whose
domain name contains the input text, please use Host Filter function
Block all the websites whose domain name contains the input text.
Host Filter For example, if you input “game”, the websites like www.hangame.com,
www.hangame.co.kr are blocked
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7.5 System Security

@ Defense of external attack.

WLAN Gateway Module....

i wLan AP

i~ Operation Mode
B3 Internet Settings

System Security Settings

Remote Web Management

..... b WAN
..... » LAN pod;IBDBD
""" p DHCP Clients

""" |2 B Bty our-side attacking.

----- p Routing & |23

----- b QoS(802.1p)
----- » VLAN(302.1q)
B3 Wireless Settings

Ping from VWAN Fi

IEEESEREEE 0-¢ <]

""" b Basic Broadcast Storm Filter

----- Advanced n

..... s © s [
..... » WDS Block Port Scan

""" {- _ seaputsan

----- p Station List

Block SYN Flood

Save |

----- p Packet Statistics
-] Serial Setting
B3 Firewall

("] Managements

Type Description

Remote management Settings about accessing methods from WAN to WIZ630wi's embedded web server

Telnet management Settings about accessing methods from WAN to WIZ630wi's telnet

Ping from WAN Filter | Disable/Enable the WIZ630wi’s Ping response

Broadcast Storm filter | Block/Accept the Broadcast packets

Block Port Scan Block WIZ630wi's port-scan function

Block SYN Flood Block SYN flood
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8. Managements

8.1 System Management

WLAN Gateway Module....

B L) Inkarmet Sattrrgs
B el mme Sattngm
- Sanul Saiting
H Ay Pirmesal
= —j Menmgamarriz
» Sistarm Fgmt
“b Frrmaamrs Bpm
b Cerfig Mpi
¥ Port Momi
¥ Packat Steitxtics
Fr Sytam Saius
* Symimm Log

MHIP S=iinpe

(00 = =[50 = ~[00 (= [0 = [Disable <

00 [0 = ~ [0 = [0 = [Disable <

| e e | Disable_______[5

[007= - [60 = ~[O0 = - [0o = [Disable |1
_ Sae |

[
o 15 posms
e | poss
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Type Description
Language Select language in the list
Administrator | Pre-defined ID/Password for webpage or Telnet login
NTP Set NTP server
Green AP Low power consumptive AP
Once the DDNS server registers yours MAC address, your device can connect to the internet
regardless of your address. DDNS service can be provided by DynDNS, freeDNS, zoneedit, no-
ip.

DDNS To use DynDNS, users should go to www.dyndns.org to create user name and domain name.
And then, set related configurations by using WIZ630wi’s webpage. Similarly, to use freeDNS
zoneedit, or no-ip,users should go to their homepage first to create user name and domain
name. And then, set related configurations by using WIZ630wi's webpage.

DDNS . .

DynDNS, freeDNS, zoneedit, no-ip
Provider
Account ID for DDNS.
Password Password for DDNS
DDNS Host name for DDNS

8.2 Firmware

€ Upgrade firmware and bootloader.

iy A A
sl Cpsrabon Wads
BT Imprest Setrirags

Sej Winskess Setirgs

s B
g Ademoed
il Eessanty
W WO
N MEE
o Simbion L
Nl SIMGEToy
S Serial Satiing
& Eeral Fortl
i Siral FoeEd
B+ aiminaEr e
sl POt SemHingm
s Manapemert
i Firmmie

& Config S=nngs

Now WIZ630wi doesn’t support upgrading by Remote URL.

- -

Upgrade Firmware

o=l

ronk

8.3 Config Settings

€ Save the setting value of WIZ630wi to the PC,
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i Dowrstron Micda
] Inisrmat Sebings
B4 Wiralmas Satngs
B Banc
o Adumnced
= Samunty
o wos
o WFS
s Stmbion Lat
=i Stehxics
B9 Serul Satting
o Sl Fors L
= Serml Poied
B3 #dmmmirehan
= Fort Sabng
= ¥iaregmmenk
o Femmaers

Bystem Settings

= Canhp Satizige
o Stmbus
 Sieliziz
= Syatwm Lzg I - EOPET..
wpod | e |
Lond Defoul
Aot Systam |
Type Description
Export Settings The setting files from the PC file are applied to the module.
Import Settings The system’s setting information is saved as a file in the PC.

Logo Export Settings User's company logo file is saved in the PC.
User’s company logo from the PC is applied to the system.
( GIF file size : 10K, 126x42)

Load Factory Defaults | Change the module’s setting to default setting.

Logo Import Settings

Reboot Reboots the system.

|
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8.4 Port Setting

@ Settings about wired port. In case of Gateway Mode, WAN port is set here
@ In case of Gateway Mode, it is better to use the default WAN port number (Port #0)

@ If you are not administrator, we do not recommend you do this change.

G e 192182 17370
wr BHEI | WL -8R

WLAN Gateway Module.... ([ E ]))

Port Settings

gt Cperwisan Modae
8- Inirmet Fafirips
1] el e Satinige
H_] Sanal Ssting
B Frrawal

WAL For Conlepr manm

B Adrrarenttmizm
# T SEtrge
# Mansyement
Ml Firma e
W Config Sathings

| Apgh |

# Sratum .Erl::II:lle. -
e Enshiz -
& Syriem Log
Enmhi= -
Enshle =
Ennble =
{ fophi | [Heze |
Type Description
WAN Port Select the WAN Port in case of Gateway Mode.
Port #0 Enable / Disable Port #0.
Port #1 Enable / Disable Port #1.
Port #2 Enable / Disable Port #2.
Port #3 Enable / Disable Port #3.
Port #4 Enable / Disable Port #4.
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8.5 Packet Statistics

4 System Statistics shows the system’s memory information and system’s data transmission size.

i wirak ap
F OpamicnMods
FT Iriwrrat Sesting
B | Wirelue Settings
] Serml Sattog
BT Pl
= —j Varaparmans
F Syuiem Fgm
F PAirmeare Mg
¥ Config Mgt
b Port Mgt
b Fmchns Shitwtic
F Symimm Stabus
¥ Siwmmn Lag

WLAN Gateway Module....

Type

Description

Memory Total

System Memory Size

Memory left

System Free Memory

Rx Packet

Rx Packets counts

Rx Byte

Rx Bytes Counts

Tx Packet

Tx Packet Counts

Tx Byte

Tx Bytes Counts
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8.6 System Status

€ System Status shows the status of the system, status of the system’s network information, and the link status of

LAN port.
WLAN Gateway Module....
LT
¥ Coemstion Maos
] Tnternes Setingm H arEpy Iymem

\rrrsan e (-

L Wirseos ertings ) o
{7 Sena Beting gt biand
] Frceal -:-r|-1r'q1_-.-l|1\.-.ﬂ ™
B == Missaemerid R, i,
B Swhervpipr
¥ Fierrapee Mgl
# Confip Momi
¥ Part Hgmi
B Facker Brativiics
¥ EFani cann
b Sysbany Lag
Type Description
F/W Version Shows the firmware version.
System Up Time Shows the system up time.
Operation Mode Shows the operation mode currently being used.
Internet Configuration Shows the internet configuration information.
Local Network Shows the local network information.

|
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8.7 System Log

@ The operation history of WIZ630wi can be checked by using System Log.

@ If the system log exceeds 24Kbyte, more recent log record are added..

WLAN Gateway Module....

System Log

Aermsh | Cimar | Save

Wm:mm T 0 owa oo SEartod: FLoyEre w1, 12,1 B
Moy TB 165270 PLAHHAP i . nod i0e kel Fiosd sterted: Bigaes 112,71 (ZN1-10-11 21:10:20 EET]

i WLAR AF
I Cparphion Maos
B Inkamiet Settings:
B Wirsless Settings
B Serigd Setiing
-] Rrzsal
Bl Manasgemeis
I Systam Mpmi
I Firmrrare Hpimi
i Canfig Mpmi
I Part Mpmi
¥ Packet Sististios
¥ System Srates
¥ Syshem Log

|
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9. Client(Station) Mode setting

¢ WIZ630wi works as a WiFi client(station) which is always paired with a WiFi AP.

€ Users can take Client Mode as an opposite of Gateway Mode

9.1 Client Mode Setting

WLAN Gateway Module....

N WiEN &5

Ik Cperabion Hads
B Inbarnet Setiings M shows cumend
=3 Wirsless Setiings cpamion mogds. Ll
Profike = 4 n'rm-n-? ppevahicn
Link Status mode for his osm
e Sumwey
Packet Sintisihos
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601
WFS
B Sarinl Sedting
H-_] Areaal
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Spmam pupoEe.

Operation Mode Configuration

i~ Arcess Poine
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T Esk aicmed portis e eied as Wak pori Tre ainer etiwimad pois aed e winasass
njerace are bridpad fopeher and are brealed s LAN pori=:.
& Cheni]Stadon):
T il v S e i s ORI O, i WY o ] e i LS ek
AP Chient
The wireless apch interface iz ireabed 3= WA parl and Hee wirslass ap imladaces and he
o] Pk ais LAK parts.
" Adhoc;
The Szt ahemet portis e ates] 35 WSH =arl The aher ethemer] pors ared Hhe wirzlaes
vk i e B g o Qe i Gl G et e LN poits.

FING Opliane.  Enghls
IP Sgdcas |ﬁﬁﬁﬁ Folank of 00D, NG Qelsswey
Inteinval: |m 21

Type Description
Client(Station) Client mode setting
Ping Option Send Ping data to top connected AP by using any time unit
IP Address If IP is 0.0.0.0, send Ping data to top connected AP.
Interval Ping Interval setting ( time unit: second)

9.2 Profile

€ Shows the profile of the connected AP.  The profile information can be manually input. By using

“Site Survey”, it is very convenient to find and connect with an AP.

@ Administration of maximum of two AP is possible after adding to profile

@ The module automatically connects to the active AP (selected AP) upon booting
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WLAN Gateway Module....

Station Profile

l_l" LA AR
b OpEratan Miosde
HE) Imjeemest Getings
B Winsjass Seimings
* PrafiE
B Link Stabis
b ERE SuTe R
F Pedket Stalehis
b Adnnoe
b GoE
¥ WFS
H ) Eerial Safring
) Femanll
) A e o

Type Description
Profile Profile Name
SSID SSID of AP to be connected

Channel Channel information of AP to be connected. Channel information is needed only when
connecting with ad-hoc.

Authentication | Authentication method of AP to be connected.

Encryption Encryption method of AP to be connected.

Network Type | Select AP / ad-hoc.
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9.3 Link Status

€ Shows the link status between wireless LAN and AP.

WLAN Gateway Module....

W LAN. BF
¥ Opsratan Mods
B Imiereni Eactings (U Rt R

B Wirskess Settings nRb el
¥ Erafie meny ul S el
[riatom] muige

Statlon Link Status
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¥ Link Sisnas
b SalE Gureey
§ Fodap Eratetiog
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b s
b WED
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Type Description
Status SSID and BSSID of connected AP.
Extra Info Link status.
Channel Channel information of connected AP.
Link Speed Link speed rate of connected AP.
Throughput Real performance through communication.
Link Quality Link quality of connected AP.
Signal Strength | Signal strength of connected AP.
Noise Level Noise level of connected AP.

& HTEZS2 802.11n2E2 AP QIZAL|S T+ LIEFtCEH.

Type Description
BW Channel Bandwidth. 20MHz or 40MHz.
Gl Guard Interval
Long: 800nsec, Short: 400nsec
STBC Supported only when value of MCS is 0-7.
MCS Shows link rate.
SNR Shows the receiving signal strength.

© Copyright 2012 WIZnet Co., Inc. All rights reserved.

50



(V}cht

9.4 Site Survey

@ Site Survey searches for AP surrounding WIZ630wi
@ Select an AP and click the connect button. (If the module is rebooted, the module will connect to the
previous profile.)

@ Click “Add Profile” if user wishes to add to profile.

§ sk e

§ Oparaten Mods
] [misrvet Sebinge
= =—j Wiralar Settmge

WLAN Gateway Module....

Station Site Survey
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Type Description
SSID SSID of searched AP

BSSID Wireless MAC Address of searched AP.
RSSI Signal strength of searched AP.

Channel Channel of searched AP.

Encryption Encryption method of searched AP.
Authentication | Authentication method of searched AP.
Network Type | Network type of searched AP.

In: Infrastructure, Ad: ad-hoc

Connected SSID of AP connected with WIZ630wi.

Connect Connects with AP.
Rescan Rescans for surrounding AP.

Add Profile Adds to profile.
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9.5 Packet Statistics

€ Station statistics shows the information of wireless data packet in station mode.

WLAN Gateway Module....

o WiLER &5
¥ Dperehon wds
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g W S
I Frofile
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Type Description
Frames Transmitted Successfully Number of frames successfully transmitted.
Frames Transmitted Successfully Without Retry :\lel:rn;_ber of frames successfully transmitted without a
Frames Transmitted Successfully After Retry(s) Number of frames transmitted successfully after retry.
Frames Fail To Receive ACK After All Retries Number of frames failed to receive ACK after all retries.
RTS Frames Successfully Receive CTS Number of RTS frames that successfully received CTS
RTS Frames Fail To Receive CTS Number of RTS frames failed to receive CTS.
Frames Received Successfully Number of frames successfully received.
Frames Received With CRC Error Number of frames received with CRC error.
Frames Dropped Due To Out-of-Resources Number of frames dropped due to out of resources.
Duplicate Frames Received Number of duplicate frames received.
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9.6 Station Advanced Configurations

€ Set Station advanced configurations in station mode.

WLAN Gateway Module....

i W BRI A
¥ Cparanon FiGis
] Inka ot Setings ¥ aooew e ainton's
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Station Advanced Configurations
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Type Description

Enable / Disable wireless LAN..
User cannot use wireless LAN if user clicks RADIO OFF.

RADIO OFF

Wireless Mode | Selects wireless mode.

Country Code | Selects the country / regional code.

Setting for better wireless communication when both 11b and 11g LAN cards are used.

B/G Protection We recommend Auto.

HT Select whether the PHY Mode of wireless to be Mixed Mode or GreenField Mode.

Fix the channel bandwidth to 20MHz: 20MHz.

BW 20/40MHz: Use 40MHz when wireless station that supports 11n channel bonding.
Gl Long: 800nsec, short: 400nsec
MCS Controls link rate.
Tx Antenna Select number of Tx antenna in 2T2R system.

Rx Antenna Select number of Rx antenna in 2T2R system.
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9.7 Station QoS/DLS(Direct Link Setup) Configurations

@ Set Station QoS / DLS configurations in station mode

b wiesiaz
¥ Coersbon HMode
B Intmmet Safings
B sl Satings
¥ Prohile
¥ Link Skaiu
# Sdis Sumvmy
¥ Packsi Stshortcn
b Adymnew
» en
F WFES
[ Sansl Esiting
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] Menszameiz

1 BHOWE CLWR
T e ST
! Dl L Srikn

WLAN Gateway Module....

Station QoS Configurations

% Lionilguraton

Type Description
WMM Enable WMM function or not.
WMM Power ) )
Enable Power Saving function or not.
Saving
Enable Direct Link function or not.
Direct Link Setup | In order to use Direct Link function, the AP connected to WIZ630wi and the Station to be
connected must support Direct Link function.
MAC Address Enter the MAC Address of the station to be connected using direct link function.
Timeout Value Cancels the link if there are no traffic between stations for a period of time.
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9.8 WPS Settings

¢ WPS settings in Station Mode.

WLAN Gateway Module....
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Type Description
Refresh Searches for WPS function activated AP.
PIN Start Attempts connection with AP using PIN value.
PBC Start Attempts connection with AP by virtually clicking the PBC button.
Cancel Cancels the AP connection attempt.
Renew PIN Renews the PIN value of WIZ630wi.
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10. AP-Client Mode Settings

€ AP-Client Mode Settings are very similar to the Gateway Mode Settings.

@ The picture below is the only added feature of AP-Client mode.

4 One module operates as both AP and Station.

€ The wireless module connects to a different AP and functions as WAN port.

€ The channel of WIZ630wi must be identical to the channel of AP to be connected

4 Support wireless bridge.

10.1 AP-Client mode settings

i WLAN AP

----- p Operation Mode

EH-{_] Internet Settings

E-+5 Wireless Settings
) Profile

b Link Status

b Site Survey

p Packet Statistics

p Advance

F+2] Serial Setting
EHZ] Firewall
E+_7] Managements

WLAN Gateway Module....

It shows current
operation mode. User
can change operation
mode for his own

system purpose.

Operation Mode Configuration

" Access Point:
All ethernet and wireless interfaces are bridged into a single bridge interface.
 Gateway:
The first ethernet port is treated as WAN port. The other ethernet ports and the wireless
interface are bridged together and are treated as LAN pors.

" Client{Station):
. The wireless interface is treated as WAM port, and the ethernet ports are LAM poris.
AP Client:
The wireless apcli interface is treated as WAN port, and the wireless ap interface and the
ethernet ports are LAMN ports.
" Adhoc:
The first ethernet port is treated as WAN port. The other ethernet ports and the wireless
interface are bridged together and are treated as LAN ports.

PING Option: W Enable

IP Address: IU-D- 0.0 if blank or 0.0.0.0, ping to gateway

Save

Interval:

© Copyright 2012 WIZnet Co., Inc. All rights reserved.
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10.2 WIFI Multi-Bridge settings

WLAN Gateway Module....
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Type Description

Select Gateway or Bridge Mode.
Operation Mode Wi-Fi is WAN: operates in Gateway Mode.
Multi-Bridge Mode: operates in Bridge Mode.

SSID SSID of AP to be connected.
Frequency
Channel of AP to be connected.
(Channel)
MAC Address MAC Address of AP to be connected. (optional)
Security elect the same security option with AP to be connected.

© Copyright 2012 WIZnet Co., Inc. All rights reserved.

57



({’i?Icht

11. ad-hoc mode setting

@ Setting for ad-hoc mode is the almost same as the setting for Client (Station) Mode previously shown..
€ The difference with Client mode is that Client mode is used to connect AP.

4 Client Mode connects to AP, whereas ad-hoc Mode connects with stations that use the same SSID.
€ Both 1:1 connection and 1:N connection are possible

& In case of 1:N, N is possible up to 255.

© Copyright 2012 WiZnet Co., Inc. All rights reserved.
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12. WIZ630wi Pin Map

No T Name Shared Description

1 GND

2 3.3V

3 GND

4 3.3V

5 I/0, IPD CTS_N GPIO9 UART1 CTS-N

6 I/0, IPD RTS_N GPIO7 UART1 RTS-N

7 I/0, IPD RIN GPIO14 UART1 RIN

8 I/0, IPD DTR_N GPIO11 UART1 DTR-N

9 I/0, IPD RxD GPIO10 UART1 RXD

10 I/0, IPD TxD GPIO8 UART1 TXD

1 I/0, IPD DSR_N GPIO13 UART1 DSR-N

12 I/0, IPD DCD_N GPI012 UART1 DCD-N

13 (0] WLAN_LED Wireless Init On/ Active Data:blinking
14 NC

15 I/0 VBUS USB OTG VBUS pin;Connect VBUS pin of the USB
16 NC

17 1/0 PADP USB OTG data pin Data+
18 I/0, IPD UART_RX UART2 RxD

19 1/0 PADM USB OTG data pin Data-
20 I/0, IPD UART_TX UART2 TxD

21 o TXOPO 10/100 PHY Port #0 TXP
22 I RXIMO 10/100 PHY Port #0 RXN
23 O TXOMO 10/100 PHY Port #0 TXN
24 I RXIPO 10/100 PHY Port #0 RXP
25 I RXIM1 10/100 PHY Port #1 RXN
26 o TXOP1 10/100 PHY Port #1 TXP
27 I RXIP1 10/100 PHY Port #1 RXP
28 o TXOM1 10/100 PHY Port #1 TXN
29 I RXIP2 10/100 PHY Port #2 RXP
30 o TXOM2 10/100 PHY Port #2 TXN
31 I RXIM2 10/100 PHY Port #2 RXN
32 o TXOP2 10/100 PHY Port #2 TXP
33 o LINK_LED_0 LAN port 0 Link LED
34 o LINK_LED_2 LAN port 2 Link LED
35 o) LINK_LED_1 LAN port 1 Link LED
36 I/0, IPD GPIO0 WPS Button Push

37 I, IPU CPURST_N

38 I/O, IPD EJT_TDO Reset Button Push(GP1017)
39 I/0, IPD EJT_TRSTN GPI1021 UART2 Tx/Rx LED

40 I/O, IPD EJT_TMS Serial Command Mode #1(GPI019)
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41 I/0, IPD EJT_TDI GPIO18 UART1 Tx/Rx LED
42 I/0, IPD EJT_TCK WPS LED(GPI0O20)
43 NC

44 NC

45 NC

46 NC

a7 I/O, IPD 12C_SCLK Serial Command Mode #2(GP102)
48 I/0, IPD I12C_SD RUN LED(GPIO1)
49 GND

50 3.3V

51 GND

52 3.3V

Table 5. WIZ630wi Pin Map
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13. Dimensions
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14. Serial commands

@ Please refer to WIZ6x0wi Serial Command Guide
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15. Important Notice

WIZnet reserves the right to make corrections, modifications, enhancements, improvements and other
changes to its products and services at any time, and to discontinue any product or service without notice.
Customers should obtain the latest relevant information before placing orders, and should verify that such
information is current and complete. All products are sold subject to WIZnet’s terms and conditions of sale,
supplied at the time of order acknowledgment. Information relating to device applications, and the like, is
intended as suggestion only and may be superseded by updates. It is the customer’s responsibility to
ensure that their application meets their own specifications. WIZnet makes no representation and gives no
warranty relating to advice, support or customer product design.

WIZnet assumes no responsibilities or liabilities for the use of any of its products, conveys no license or
title under any patent, copyright or mask work rights to these products, and makes no representations or
warranties that these products are free from patent, copyright or mask work infringement, unless otherwise
specified.

WIZnet products are not intended for use in life support systems/appliances or any systems where product
malfunction can reasonably be expected to result in personal injury, death, severe property damage or
environmental damage. WIZnet customers using or selling WIZnet products for use in such applications do
so at their own risk and agree to fully indemnify WIZnet for any damages resulting from such use.

All trademarks are the property of their respective owners.
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